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The lawfulness of the use of force by states against one another is 
one of the most challenging, contentious, and important issues in 
international law. With the advent of computers and the Internet, 
technology has made this issue even more elusive and complex. Issues 
that involve the use of force in CyberSpace, however, can be, and 
should be, initially viewed simply as an application of existing 
international law. Only until the international community fully 
understands the application of existing international law, and therefore 
the gaps that may exist in that law, should it move forward with 
attempts to further regulate activities in CyberSpace. 1 

CyberSpace and the Use of Force is an informative and timely examination of 
the types of CyberSpace activities that constitute a State's right to use force under 
existing international law. It is a culmination of "six years of research and 
experience in the legal arena of national security law and information operations."2 

The hard work put into the book is evident in the detail and breadth of information 
found throughout. Sharp sees his monograph as a tool which "will serve as a useful 
introduction and a starting point for the analysis of all use of force issues under 
international law, and specifically, all use of force issues that arise in CyberSpace."3 

A novice to the study of armed conflict could find this topic hard to navigate. 
However, Sharp, along with Aegis Research Corporation, does a great job of laying 
out the concept and focus of the book in a way that makes the information it contains 
manageable and quite intriguing. Cyberspace is defined as the "environment created 
by the confluence of cooperative networks of computers, information systems, and 
telecommunication infrastructures commonly referred to as the Internet and the 
World Wide Web."4 "Use of force," as used by Sharp, refers to a "state activity that 
threatens the territorial integrity or political independence of another state within the 
meaning of Article 2(4) of the Charter of the United Nations."' Finally, he considers 
an armed attack to be a "use of force that rises to a certain scope, duration, and 
intensity threshold within the meaning of Article 51 of the United Nations Charter, 
that invokes a state's inherent right of self defense."6 
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2 Id. at xi. 
3 Id. at ix. 
4 /d. at 147. 
5 Id. at 155. Article 2(4) of the UN Charter states that "[a}ll Members shall refrain in their 

international relations from the threat or use of force against the territorial integrity or political 
independence of any state, or in any other manner inconsistent with the Purposes of the United Nations." 
U.N. CHARTER art. 2, para. 4. 

6 Id. at 145. Article 51 of the UN Charter states that "[n]othing in the present Charter shall impair 
the inherent right of individual or collective self-defence if an armed attack occurs against a Member of 
the United Nations, until the Security Council has taken measures necessary to maintain international 
peace and security. Measures taken by Members in the exercise of this right of self-defence shall be 
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The introduction sets out three relevant categories of international law that are 
used to analyze the viability of a state's right to use force in cases of Cyber attack. 
The first is the peacetime regime of international law, which governs the conduct of 
States in times of peace and remains in place during armed conflict to the extent that 
it is not inconsistent with the state of hostilities.' The second category is the law of 
conflict management, which is a part of the peacetime regJme that defines and 
governs the use of force between states at times of peace. The final division 
includes is the law of armed conflict, which governs the conduct ofhostilities.9 

Sharp provides a roadmap for the reader alerting him to the fact that: 

Although a considerable body of international law applies to the 
use of force by states in CyberSpace, its application is not always obvious 
and many questions remain surrounding precisely how international law 
relates to the use of force in Cyberspace. For example, what constitutes a 
use of force in CyberSpace? When are states allowed to use force against 
each other in Cyberspace? How does international law impose any 
restrictions on state activities in CyberSpace that are not considered a use 
of force? What constitutes an armed attack in Cyberspace? When does 
an armed conflict exist between two or more states?10 

Sharp states which issues will and will not be addressed in his work. He emphasizes 
that its two major concerns are: 

(I) Which peacetime interstate act1V11Ies in Cyberspace 
constitute a threat or use of force under the international law of conflict 
management, and 

(2) When does such a threat or use of force constitute an armed 
attack under the international law of conflict management such that a 
right to use force in self-defense exists?1 1 

Chapters two and seven are particularly interesting. The former begins with an 
overview of CyberSpace, outlining the history of modern telecommunications from 
the electric telegraph of 183712 to the advent of the Internet and today's desktop 
computers. Sharp explores the types of information one can find on the Internet and 
discusses the vulnerabilities of those who rely on its benefits. 13 To illustrate his 
point, he gives two examples provided by less than ten minutes research on the web: 
an aerial photograph of his Northern Virginia subdivision and "detailed information 
on the Department of Defense total force anthrax immunization program and 
Operation Desert Fox". 14 In addition to such public vulnerabilities, States and 
businesses are also prime targets for those who unlawfully hack into intranets. 15 By 
purchasing a personal computer, one can execute "an organized, large-scale attack ... 
anonymously with the stroke of a single key on a computer keyboard, with 

immedialely reported to the Security Council and shall not in any way affect the authority and 
responsibility of the Security Council under the present Charter to take at any time such action as it deems 
necessary in order to maintain or restore international peace and security. U.N. CHARTER art. 51. 

7 WALTER GARY SHARP, SR., supra note I, at 7. 
8 Id. 
9 Id. 
io Id. 
11 Id. at 11. 
12 Id. at 15. 
n Id. at 17. 
14 Id. 
15 Id. at 19. 
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commands being delivered around the world at the speed of light." 16 Sharp again 
provides pertinent examples of situations that have arisen from the unlawful use of 
computers. 

One such incident occurred in 1992, when "a computer intruder was arrested for 
tampering with the Emergency 911 systems in Virginia, Marrland, and New Jersey 
in order to introduce a virus and bring down the systems."' Again, in February 
1998, "two California teenagers with an Israeli mentor broke into sensitive 
Department of Defense systems and eluded U.S. law enforcement authorities for 
nearly a month." 18 Sharp adds that the first reported hostile use of Cyberspace by a 
state against computers within another State, was the Indonesian government's 
"highly-organized attack during January 1999 on non-government computers in 
Ireland which brought down the East Timar virtual country domain and Internet 
service to over 3,000 customers."19 

Chapter seven, Selected Issues-Computer Espionage and Computer Network 
Attack, begins by noting that, "computer espionage and computer network attacks are 
two of the most urgent issues facing warfighters, decision-makers, and international 
lawyers today."2° Computer espionage involves acting "through the medium of 
CyberSpace" to obtain, deliver, transmit, communicate or receive information about 
the national defense of a State with an intent, or reason to believe, that the 
information may be used to the injury of that State or to the advantage of any foreign 
nation."21 Sharp explains that "[w]hat we now define as information in Cyberspace 
and Cyberspace infrastructures have historically been integral components of lawful 
espionage during peacetime and armed conflict."22 

Under international or domestic law no unlawful act occurs when a State taps 
into public databases in a foreign State.2J Espionage poses a very serious practical 
problem in that, it may be impossible for the territorial State to prosecute anyone 
under its domestic law because hacking can occur anonymously from almost any 
place in the world. 24 Sharp provides a partial solution by explaining the concept of 
anticipatory self-defense. He states that "anticipatory self-defense is permissible 
when 'the necessity of that self defense is instant, overwhelming and leaving no 
choice of means, and no moment of deliberation."25 The rapid nature of a 
technology, which could create such a situation at the speed of light, apgears to 
provide a particularly opportune circumstance for anticipatory self-defense. 6 ''The 
key to this presumptive solution is a predetermination of the potential threat posed by 
penetration of a specific computer system or infrastructure that is dependent upon its 
value to the vital national interests of a state."27 He further states that "[r]ecognition 
by states that the penetration of some systems will be considered either an indication 
of hostile intent or a hostile act which authorizes a use of force in response will 
restore, at least in part, some deterrence. "28 

Sharp concludes chapter seven with a brief description of the concept of 
computer network attack (CNA). He defines CNA as "operations that disrupt, deny, 
degrade or destroy information resident in computers and computer networks or the 

16 /d. 
17 Id. at 21. 
18 Id. at 20. 
19 Id. at 22. 
20 Id. at 123. 
21 Id. at 146. 
22 Id. at 124. 
2) Id. at 127. 
24 Id. at 128. 
25 Id. at 129. 
26 /d. 
21 Id. 
28 Id. at 132. 
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computers and networks themselves."29 According to Sharp, these operations are 
more straightforward than computer espionage. "[A]ny computer network attack 
that intentionally causes any destructive effect within the sovereign territory of 
another state is an unlawful use of force within the meaning of Article 2(4) that may 
produce the effects of an armed attack prompting the right of self-defense."30 

Chapter eight summarizes principles discussed extensively in the previous 
chapters. "These chapters moored together a number of concepts - such as 'threat of 
force,' 'use of force,' 'armed force,' 'armed attack,' 'Common Article 2 threshold,' 
'hostile intent,' 'hostile act,' 'anticipatory self-defense,' and 'self-defense' - that are 
frequently found floating about each other, but are not conceptually linked with an 
internally consistent set of principles."31 Sharp asserts that "[a]pplication of these 
principles should serve as a useful starting point for an analysis of all use of force 
issues, to include the use of force by states in CyberSpace."32 

Overall the book is informative and well written. Sharp largely meets his stated 
goal of providing a book that will serve as "a useful desk reference for government 
officials, military operators, students, and others who are interested in the application 
of international law in CyberSpace."33 

29 Id. 
30 Id. at 133. See also supra nole 5. 
31 Id. 
32 Id. 
33 Id. at back cover. 


