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INTRODUCTION 

There is a tension between our federal government and its citizenry 
that has existed since its inception. As James Madison wisely ob-
served, it is necessary to empower men to operate government, but it is 
equally necessary to check the exercise of that power to ensure against 
its abuse. 1 One means of holding the power exercised by our public 
officials in check, is to enable the public to access the information 
necessary to evaluate public officials in the performance of their du-
. 2 ties. 

The right to access government information has its basis in the 
common law.3 However, the primary source of a citizen's current right 
to access government information is statutory. This right is based on 
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1 The Federalist No. 51, at 319 (James Madison) (Clinton Rossiter ed., 1999). 
"In framing a government which is to be administered by men over men, the great 
difficulty lies in this: you must first enable the government to control the governed; 
and in the next place oblige it to control itself." Id. 

2 JAMES T. O'REILLY, FEDERAL INFORMATION DISCLOSURE § 5:1 (3d ed. 
2005). "Knowledge will forever govern ignorance. And a people who mean to be 
their own governors, must arm themselves with the power knowledge gives. A popu-
lar government without popular information or the means of acquiring it, is but a 
prologue to a farce or a tragedy, or perhaps both." Id. at § 2:1, n.2 (Congressman 
Rumsfeld quoting Madison during the floor debates on the Freedom of Information 
Act). 

3 See Nat'! Ctr. for Sec. Studies v. U. S. Dep't of Justice, 33 l F.3d 918, 936 
(D.C. Cir. 2003): "This court has held that the common law right of access extends 
beyond judicial records to the 'public records' of all three branches of government, 
and we are bound by our precedent." (citations omitted). 
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the Administrative Procedure Act of 1946,4 as amended by the Free-
dom of Information Act of 19665 and supplemented by a series of Ex-
ecutive Orders issued between 1953 and 2005.6 

As the United States responds to the challenge of domestic and in-
ternational terrorism, it is confronted with the issue of whether disclo-
sure of federal information benefits the citizenry to the detriment of 
other equally important interests such as national security and foreign 
policy. Part I of this article will briefly examine the statutes and execu-
tive orders that govern federal information disclosure. Part II will dis-
cuss how federal courts have interpreted federal information disclosure 
in reference to national security and foreign policy. Part III will exam-
ine the impact of 9/11 on current federal information disclosure policy. 

I. THE FREEDOM OF lNFORMA TION ACT 

Expanded statutory authority for federal information disclosure 
was first established by the Administrative Procedure Act of 1946 
("APA").7 Signed into law by President Truman on June 11, 1946, the 
goal of the AP A was to effect uniformity and needed reforms in ad-
ministrative process.8 Section 3 of the APA specifically addressed the 
issue of agency disclosure of records to the public. 9 The purpose of 
this section was, "to assist the public in dealing with administrative 
agencies to make their administrative materials available in precise 
and current form. Section 3 should be construed broadly so as to make 
such material most useful to the public."10 

While Section 3 of the AP A applied to most departments and 
agencies of the United States ("excluding the congress, the courts and 
the governments of the territories, possessions and the District of Co-
lumbia"), 11 it was not a mandate for unrestricted access to federal 

4 Administrative Procedure Act of 1946, Pub. L. No. 79-404, 60 Stat. 237. 
5 Freedom of Information Act of 1966, Pub. L. 89-554, 80 Stat. 383 (codified 

at 5 U.S.C. § 552). 
6 See Appendix A. 
7 ABA, SECTION OF ADMINISTRATIVE LAW AND REGULATORY PRACTICE, 

FEDERAL ADMINlSTRATIVE PROCEDURE SOURCEBOOK 504 (William F. Funk et al 
eds., 3d. ed. 2000) [hereinafter ABA SOURCEBOOK]. Prior to enactment of the APA 
of 1946, agency heads had authority to control the release of information in agency 
files under 5 U.S.C. § 30 l. 

8 ATTORNEY GENERAL'S MANUAL ON THE ADMINISTRATIVE PROCEDURE ACT 
5 (Wm. W. Gaunt & Sons, Inc. 1979) (1974) [hereinafter APA Manual]. 

9 /d.atl7. 
10 Id. 
11 Id. 
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agency records. There were two exceptions to Section 3, only one of 
which is relevant in the national security context. 12 That exception 
applied to "any function of the United States requiring secrecy in the 
public interest."13 Accordingly the Department of Justice construed 
Section 3 as follows: 

Section 3( c) is not intended to open Government files for gen-
eral inspection. What is intended is that the agencies, to the de-
gree of specificity practicable, shall classify its [sic] materials 
in terms of whether it is confidential in character and shall set 
forth in published rules the information which is confidential 
and that which is not. 14 

In other words, access was denied to information for which "the public 
interest precludes publicity."15 

Over the next two decades, the efficacy of Section 3 would be 
tested. As one legal analyst noted: 

The Federal Administrative Procedure Act of 1946 (APA) had 
only a slight impact upon this tradition of departmental control 
of information release. Section 3 of the AP A provided that 
matters of official record would be available to the public, sub-
ject to several key qualifications: 

12 

" 

1. The matters must be of official record 
2. Items otherwise required by statute not to be re-
leased were unaffected by the AP A § 3 
3. Access was to be in accordance with published 
agency rules only 
4. Persons seeking access had to show that they were 
properly and directly concerned 
5. Agencies could hold documents "confidential for 
good cause found" as they saw fit (Footnotes omit-
ted).16 

5 u.s.c. § 552 (1946). 
Id. 

14 See APA Manual, supra note 8, at 25. 
15 Id. at 18. Examples of information that must remain private for the public 

interest include information that pertains to law enforcement agencies, the Comptrol-
ler of the Currency, or the War Department. 

16 See JAMES T. O'REILLY, supra note 2, at§ 2:2. 
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Between 1955 and 1960 the groundwork was laid for amending the 
APA.17 During this period, the American Society of Newspaper Edi-
tors ("ASNE") commissioned a study (the Cross Study) which docu-
mented instances in which agencies applied Section 3 of the AP A to 
justify agency secrecy rather than to authorize the release of informa-
tion.18 These findings were echoed by other organizations such as the 
American Bar Association and the Hoover Commission. 19 Ultimately, 
despite opposition from the federal departments and agencies, the 
Congress responded to the apparent shortcomings of Section 3 of the 
AP A with the enactment of the Freedom of Information Act of 1966.20 

In describing the agencies' motivation for this secretiveness, one ana-
lyst noted, 

Id. 

[T]he reasons are those of agency power, which vigorously op-
posed opening up agency processes; of the power of vested po-
litical interests, which guarded secrecy the way the mythical 
gods guarded the secret of fire; and of the publicity-conscious 
power of the congressional leadership, which preferred not to 
have a politically unopposable [sic] issue surface into the light 
of a recorded vote.21 

17 

18 

19 

Id. 
Id. 
Id. 

Congressman Moss, head of the Government Information Subcommittee of 
the House Committee on Government Operations, responded to the con-
cerns of the press and to the research of Mr. Cross with a set of hearings 
into government secrecy practices. His conclusions were comparable to 
those of the American Bar Association and the Hoover Commission, i.e., 
that § 3 of the Administrative Procedure Act was being misused by agen-
cies for withholding of matters which should be available to the public. 

2° Freedom of Information Act of 1966, Pub. L. No. 89-554, 80 Stat. 383 
(codified at 5 U.S.C. § 552). See also JAMES T. O'REILLY, supra note 2, at§ 2:2: 

[I]t was not through political maneuvering or compromises that the need for 
the [FOIA] Act arose. It was a system of secrecy which had, for example, 
kept secret the memoirs of a confederate Army general, added a confidenti-
ality statement at the end of a call-in taped weather forecast, declined to 
give a clearance to a textbook of George Washington's intelligence meth-
ods, and perpetrated a host of other obscure and absurd withholdings of in-
formation from the public. 

JAMES T. O'REILLY, supra note 2, at § 2:2 (quoting Freedom of Information and 
Secrecy in Government, Sen. Judiciary Comm., 85th Cong. 548 (1958)). 

21 JAMES T. O'REILLY, supra note 2, at§ 2:6. 
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The Freedom of Information Act of 1966 ("FOIA") articulated a 
structure and process for disclosure of federal agency information. 
FOIA provided anyone with access to agency information without re-
quiring a showing of need for the information. 22 

Individuals denied access to agency information were now author-
ized to enforce their rights in federal district court. 23 Agency discretion 
to avoid the mandatory disclosure requirements was now eliminated. 24 

Nine categories of materials to be exempted from disclosure were spe-
cifically listed in the statute.25 However, this article will limit its dis-
cussion to the exemption authorized by 5 U.S.C. § 552(b)(l) which 
applies to records "that are specifically authorized under criteria estab-
lished by an executive order to be kept secret in the interest of national 
defense or foreign policl and are in fact properly classified pursuant to 
such executive order."2 

It would be unduly optimistic to suggest FOIA resolved the short-
comings of the APA. In fact, "while ostensibly promoting the public's 
'right to know' in drafting the FOIA, Congress left unchanged the Ex-
ecutive's broad discretion to classify large amounts of information on 
the ground that public disclosure would affect national security or for-
eign policy."27 In reality, 

Few cases involving classified documents were decided be-
tween 1966 and 1974, when congress amended the FOIA to 
strengthen the judicial review procedure in cases involving 
classified information. These cases reveal that the courts saw 
their role in FOIA cases as extremely limited, reflecting long-
standing judicial reluctance to be perceived as second-guessing 

22 ABA SOURCEBOOK, supra note 7, at 504-05. 
23 Id. 
24 Id. at 505. 
25 5 U.S.C. § 552(b) (1966). The categorical exemptions included national 

security and foreign policy, internal personnel rules and procedures of an agency, 
records specifically exempted from disclosure by other statutes, trade secrets, inter-
agency or intra-agency memoranda limited to release to a party in litigation with the 
agency, personnel and medical files and records or information compiled for law 
enforcement purposes, records related to the regulation of financial institutions and 
geological or geophysical information. See also ABA SOURCEBOOK, supra note 7, at 
497-503. 

26 5 u.s.c. § 552(b)(l) (1966). 
27 See Robert P. Deyling, Judicial Deference and De Novo Review in Litiga-

tion Over National Security Information Under the Freedom of Information Act, 37 
VILL.L. REV. 67, 71-72 (1992). 
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the executive branch on matters relating to foreign policy and 
national security. 28 

Since its 1966 enactment, FOIA has been amended on a number of 
occasions to clarify its scope and applicability.29 

II. JUDICIAL CONSTRUCTION OF THE FQIA "NATIONAL SECURITY" 
EXEMPTION 

While remaining deferential to agency expertise in exempting re-
cords from disclosure on the grounds of national security and foreign 
policy,30 prior to the enactment of the 1974 FOIA Amendments,31 the 
courts had begun to articulate the framework within which they would 
review the agencies' exercise of discretion. In Vaughn v. Rosen,32 the 
Civil Service Commission had exempted certain reports of its Bureau 
of Personnel Management from release. 33 Prior to addressing each of 
the agency's contentions, the court noted: 

This court has repeatedly stated that these exemptions from 
disclosure must be construed narrowly, in such a way as to 

28 Id. See also Env't Prot. Agency v. Mink, 410 U.S. 73, 84 (1973): 
What has been said thus far makes wholly untenable any claim that the Act 
intended to subject the soundness of executive security classifications to ju-
dicial review at the insistence of any objecting citizen. It also negates the 
proposition that Exemption 1 authorizes or permits in camera inspection of 
a contested document bearing a single classification so that the court may 
separate the secret from the supposedly nonsecret and order disclosure of 
the latter. 

Mink, 410 U.S. at 84. 
29 See Pub. L. No. 93-502, §§ 1-3, 88 Stat. 1561, 1561-64 (1974); Government 

in the Sunshine Act, Pub. L. No. 94-409 §5(b), 90 Stat. 1241 (1976); Act of Nov. 8, 
1984, Pub. L. No. 98-620, tit. IV,§ 402(2), 98 Stat 3357; Act of Oct. 27, 1986, Pub. 
L. No. 99-570, §§ 1801-1804, 100 Stat 3207; Electronic Freedom oflnformation Act 
Amendments of 1996, Pub. L. No. 104-231 §§3-11, 110 Stat. 3048. 

30 See, e.g., Gardels v. CIA, 689 F.2d 1100, 1105 (D.C. Cir. 1982). The court 
held deference is a question of "whether on the whole record the Agency's judgment 
objectively survives the test of reasonableness, good faith, specificity, and plausibil-
ity in this field of foreign intelligence in which the agency is expert and given by 
Congress a specific role." See also Abbotts v. Nuclear Regulatory Comm'n, 766 
F.2d 604, 606 (D.C. Cir. 1985); see generally Wheeler v. CIA, 271 F. Supp. 2d 132 
(D.D.C. 2003). 

31 Privacy Act, 5 U.S.C. § 552(a) (1974). 
32 484 F.2d 820 (D.C. Cir. 1973). 
33 Id. at 822-23. The agency contended the information sought was exempt 

from disclosure pursuant to the exemptions set out under 5 U.S.C. § 522(b)(2), (5), 
and (6). 
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provide the maximum access consonant with the overall pur-
pose of the Act. By like token and specific provision of the 
Act, when the Government declines to disclose a Document the 
burden is upon the agency to prove de novo in trial court that 
the information sought fits under one of the exemptions of the 
FOIA. Thus the statute and judicial interpretations recognize 
and place great emphasis upon the importance of disclosure. 34 

To achieve this purpose, the court noted "it is important that some 
process is formulated that will (1) assure a party's right to information 
is not submerged beneath government obfuscation and mischaracteri-
zation, and (2) permit the court system effectively and efficiently to 
evaluate the factual nature of disputed information."35 To that end, the 
Vaughn court laid out ;irocedures for evaluating agency classification 
of records as exempt. 3 In lieu of the standard "conclusory and gener-
alized allegations of exemptions," the Vaughn procedures (which con-
tinue to be used by the courts today)37 require agencies to provide a 
sufficiently detailed analysis of the records withheld to justify exempt 
status.38 In addition, when the request involves disclosure of lengthy 
documents, the agency must formulate "a system of itemizing and in-
dexing that would correlate statements made in the Government's re-
fusal justification with the actual portions of the document."39 

The criteria set forth in Vaughn and other supplemental criteria are 
to be considered in review of an agency refusal to disclose information 
when the refusal is justified on grounds the information is exempt.40 

For example, although agencies are permitted to support their claim of 
exemption with affidavits, the affidavits must "reasonably describe the 
information withheld and the justification for withholding it."41 The 

34 Id. at 823. 
35 Id. at 826. 
36 Id. at 826-28. 
37 Maynard v. CIA, 986 F.2d 547, 556 (!st Cir. 1993); Providence Journal Co. 

v. U. S. Dep't of Army, 769 F. Supp. 67, 68 (D.R.!. 1991); Hydron Laboratories, 
Inc. v. EPA, 560 F. Supp. 718, 721 (D.R.!. 1983). 

38 Vaughn, 484 F.2d at 826-28. 
39 Id. at 827. This requirement is now commonly referred to as the Vaughn 

index. See, e.g. Nat'! Archives & Records Admin. v. Pavish, 541 U.S. 157, 162 
(2004). 

40 See Vaughn v. Rosen, 484 F.2d 820 (D.C. Cir. 1973); see also ABA 
SOURCEBOOK, supra note 7, at 503. 

41 See, e.g., David v. Soucie, 448 F.2d 1067 (D.C. Cir. 1971) (holding the 
agency had failed to reasonably describe the information withheld and the justifica-
tion for its exemption under the FOIA). 
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agency affidavits must also demonstrate a logical connection between 
the information sought and the exemption invoked.42 

When a document is requested pursuant to FOIA and the agency 
denies the request pursuant to either the national security or foreign 
policy exemption, court review of the agency's denial will be focused. 
The court will not anallze the agency's reasons or motives for classi-
fying the information.4 It will not presume that procedural irregulari-
ties constitute "bad faith" on the part of the agency.44 The court will 
focus on whether the document was properly classified in accordance 
with the executive order in effect at the time of classification,45 

whether the criteria established by the relevant executive order were 
adhered to, 46 and whether the person who classified the document has 
actually examined it.47 Initially, the court will not examine the actual 
documents, but will review the affidavits submitted by the agency to 
support the exemption.48 However, the agency affidavits "cannot indi-
cate a conflict with the rest of the record in the case."49 Furthermore, if 
an agency has previously disclosed information it is now seeking to 

42 See, e.g., Silets v. FBI, 591 F. Supp. 490 (N.D. Ill. 1984), (rejecting the 
FBI's justification for exemption as a "stock" description that failed to establish the 
information in question was exempted from disclosure by the FOIA). See also 
Hrones v. CIA, 685 F.2d 13 (!st Cir. 1982), where the court held that mere proce-
dural defects in complying with applicable executive orders does not justify the re-
lease of documents. 

43 See, e.g., Edmonds v. FBI, 272 F. Supp. 2d 35 (D.D.C. 2003). 
44 See, e.g., Hrones v. CIA, 685 F.2d 13 (!st Cir. 1982) ( holding procedural 

defects in classifying documents would not constitute "bad faith"); Miller v. Dep't of 
State, 779 F.2d 1378 (8th Cir. 1985) ( finding failure to classify the documents 
sought until the request for their release was made did not constitute "bad faith."). 

45 See, e.g., 37 AM. JUR. 2D, Freedom of Information Acts § 88 (2006), ''The 
Executive Order in effect at the time the classifying individual acted on the FOIA 
request states the relevant criteria for purposes of determining whether Exemption I 
[national security] was properly invoked." Id. 

46 Id. "[A]s a general rule, a reviewing court should assess the agency's classi-
fication decision according to the guidelines established in the Executive Order in 
effect at the time classification took place." See, e.g., Lesar v. U. S. Dep't of Justice, 
636 F.2d 472 (D.C. Cir. 1980). 

47 See, e.g., Kamman v. IRS, 56 F.3d 46 (9th Cir. 1995) (IRS sought to exempt 
return information based on affidavits of two employees, one of whom had not re-
viewed the actual documents at issue). 

48 Id. at 48. 
49 See John A. Bordeau, Annotation, What Matters Are Exempt from Disclo-

sure Under Freedom of Information Act (5 U.S.C.A. § 552(B)) As "Specifically 
Authorized Under Criteria Established by an Executive Order to be Kept Secret in 
the Interest of National Defense or Foreign Policy," 169 A.LR. FED. 495, § 2(a) 
(2005). 



2006] "NATIONAL SECURITY" EXEMPTION IN A POST 9/11 ERA 271 

exempt from disclosure, the court is likely to question the validity of 
the claimed exemption. 50 In instances where documents of historical 
interest are requested, the courts may also consider the age of the 
documents.51 For example, in Times Newspapers of Great Britain v. 
CIA, 52 the documents requested were twenty to thirty years old. 53 

However, the age of the documents sought was not dispositive.54 The 
court decided that since the subject of the records was no longer alive 
the burden would be on the agency to demonstrate that the documents 
might still be relevant to national security.55 

While FOIA litigation is pending, the requester does not get to ac-
tually see the disputed documents.56 The requester's strategy is to 
challenge the adequacy of the Vaughn index or the consistency of the 
agency position regarding the release of the documents. If the re-
quester prevails in either challenge, the court may conduct an in cam-
era examination of the documents.57 The requester's first and only 
opportunity to examine the actual documents sought, or portions 
thereof, will occur if and when the court determines the exemption 
was not properly invoked and orders the documents released. 

III. THE IMPACT OF 9/11 ON FEDERAL INFORMATION DISCLOSURE 

The September 11 attacks on the World Trade Center and the Pen-
tagon did not prompt statutory changes in the established analytical 
framework for reviewing agency exemption decisions on national se-
curity and foreign policy grounds. The federal courts continue to ex-
amine whether the records sought have been classified pursuant to an 

Id. 

50 Id. § 6. See also Edmonds v. FBI, 272 F. Supp. 2d 35 (D.D.C. 2003). 
51 Id.§ 8. 
52 539 F. Supp. 678 (S.D.N.Y. 1982). 
53 Id. at 683. 
54 Id. 
ss Id. 
56 See Vaughn v. Rosen, 484 F.2d 820, 823 (D.C. Cir. 1973). 
[l]t is anomalous but obviously inevitable that the party with the greatest in-
terest in obtaining disclosure is at a loss to argue with desirable legal preci-
sion for the revelation of the concealed information. Obviously, the party 
seeking disclosure cannot know the precise contents of the documents 
sought; secret information is, by definition, unknown to the party seeking 
disclosure. 

57 Wiener v. FBI, 943 F.2d 972, 979 (9th Cir. 1991). "[R]esort to in camera 
review is appropriate only after 'the government has submitted as detailed public 
affidavits and testimony as possible' ... [i]n camera review may supplement an 
adequate Vaughn index, but may not replace it." Id. 
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executive order and whether the criteria established by the executive 
order in effect at the time of classification has been applied.58 The le-
gal authority available to the executive branch to classify, declassify or 
reclassify government information has remained the same. The Execu-
tive branch has exercised that authority to modify its policy. Conse-
quently, there has been a discernible shift in the executive branch's 
philosophy regarding information disclosure. 

Prior to 9/11, the Clinton Administration's position was that of "a 
presumption of disclosure."59 In a memorandum dated October 4, 
1993, Attorney General Janet Reno rescinded guidelines previously 
issued by the Department of Justice governing its defense of agency 
decisions in FOIA litigation.60 Agencies were advised that there must 
be a stronger reason for denying a FOIA request than a "substantial 
legal basis."61 The Department of Justice would prospectively be ap-
plying a presumption of disclosure. 

In short, it shall be the policy of the U.S. Department of Justice 
to assertion of a FOIA case exemption only in those cases 
where the agency reasonable foresees that disclosure would be 
harmful to an interest protected by that exemption. Where an 
item of information might technically or arguably fall within 
an exemption, it ought not to be withheld from a FOIA re-
questor unless it need to be. 62 

Immediately following the terrorist attacks of 9/11, the Bush Ad-
ministration changed this policy of presumed disclosure. 63 Attorney 
General John Ashcroft, in a memorandum dated October 12, 2001, 
directed all federal agencies and departments to balance the need for a 
"well informed citizenry" against the public interest in "safeguarding 
our national security, enhancing the effectiveness of our law enforce-
ment agencies, protecting sensitive business information and, not least, 
preserving personal privacy."64 The effect of the Ashcroft memoran-

58 John A. Bordeau, supra note 49, at 34. See generally, Env't Protection 
Agency v. Mink, 410 U.S. 73 (1973); Vaughn v. Rosen, 484 F.2d 820 (1973). 

59 Memorandum for Heads of Department and Agencies (Oct. 4, 1993), re-
printed in ABA SOURCEBOOK, supra note 7, at 529. 

60 Id. at 530. 
61 Id. 
62 Id. 
63 Memorandum from Attorney General John Ashcroft on the Freedom of 

Information Act (October 12, 2001), http://www.usdoj.gov/04foia/011012.htm. 
64 Id. 
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dum was to shift the standard for granting FOIA requests for agency 
information from a presumption of disclosure to only granting requests 
that have a "sound legal basis."65 

Several months later the Ashcroft memorandum was followed by 
one from President Bush's Chief of Staff, Andrew H. Card.66 Card's 
memorandum set forth guidelines for "Safeguarding Information Re-
garding Weapons of Mass Destruction and Other Sensitive Records 
Related to Homeland Security."67 These guidelines addressed the han-
dling of three categories of information: (1) information currently 
classified and "equal to or less than 25 years old;"68 (2) previous~ 
unclassified or declassified information never disclosed to the public; 9 

and, (3) "sensitive information" the disclosure of which "should be 
considered, on a case-by case basis."70 Prior to this memorandum, the 
categories used to classify information were "confidential," "secret" 
and "top secret." 71 

These changes have sparked growing concern in some sectors of 
the public. One commentator has noted: 

the Ashcroft memorandum effectively requires the public to 
have a "need to know" the information it requests, the same le-
gal standard that existed prior to the enactment of FOIA in 
1966. Such a high standard of proof on the part of requesters 
could give agencies a green light to restrict access to govern-
ment-a result that could ultimately diminish the American 
public's lefial right to free and open access to government in-
formation. 2 

65 See Memorandum from Office of Information and Privacy, Dep't of Justice, 
on the Freedom of Information Act (Oct. 15, 2001), http://www.usdoj.gov/oip/ 
foi'!/iostl9.htm. 

6 See Memorandum from White House Chief of Staff Andrew H. Card, Jr. to 
Heads of Executive Dep'ts and Agencies (Mar. 19, 2002), http://www.usdoj.gov/ 
oip/foiapost/2002foiapostl0.htm. 

67 See Memorandum from Laura L.S. Kimberly, Acting Director, Information 
Security Oversight Office to Dep'ts and Agencies (Mar. 19, 2002),http://www.usdoj 
.gov/oip/foiapost/2002foiapostl0.htm. 

68 Id. 
69 Id. 
70 Id. 
71 See Exec. Order No. 10,501, 18 Fed. Reg. 7049 (Nov. 5, 1953), available at 

1953 WL 6027. 
72 Kristen Elizabeth Uhl, The Freedom of Information Act Post-9/11: Balanc-

ing the Public's Right to Know Critical infrastructure Protection, And Homeland 
Security, 53 AMER. U.L. REV. 261, 285-86 (2003-04). 
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One analyst observed that "the burden of proof necessitating the 
withholding of information under a specific exemption lies with the 
agency, not the person seeking the records."73 However, "by advocat-
ing broad support of agency denials [the Ashcroft memorandum] ap-
pears to shift that burden to members of the public seeking informa-
tion and runs counter to the central purpose of the FOIA, which is 
broad disclosure."74 Others acknowledge industry and other affected 
parties have raised some valid concerns about the release of certain 
types of information, such as the transportation and disposal of haz-
ardous wastes.75 However, one should note "disclosure of most kinds 
of environmental data does not raise a legitimate national security 
concern. " 76 

73 Karen L. Turner, Convergence of the First Amendment and the Withholding 
of lnfonnation for the Security of the Nation: A Historical Perspective and the Effect 
of September 11th on Constitutional Freedoms, 33 MCGEORGE L. REV. 593, 610 
(2001-02). 

74 Id. 
75 John D. Echeverria & Julie B. Kaplan, Poisonous Procedural "Reform": In 

Defense of Environmental Right-to Know, 12 KAN. J.L. & PUB. POL'Y, 579, 581 
(2002-03). 

76 Id. See also Joseph D. Jacobson, Safeguarding National Security Through 
Public Release of Environmental Infonnation: Moving the Debate to the Next Level, 
9 ENVTL. LAW. 327, 372-373 (2002-03): 

The September 11, 200 I terrorist attacks resulted in renewed debate be-
tween community right-to-know advocates and those who believe too much 
disclosure benefits terrorists or other criminals. In the wake of the terrorist 
attacks, many government departments and agencies quickly pulled poten-
tially sensitive information from their websites .... Right-to-know advo-
cates were quick to criticize the removal. In a hearing before the House 
Subcommittee on Water Resources and the Environment, Jeremiah 
Baumann of U.S. PERO reminded congressman that "the right to know is a 
proven tool for increasing public safety," and asserted that "removing this 
information from the public view does nothing to reduce the hazard." (cita-
tions omitted). 

See also Too Many Secrets: Overclassification as a Barrier to Critical Infonnation 
Sharing: Hearing Before the Subcomm. on Nat'! Security, Emerging Threats and 
Int'/ Relations of the H. Comm. on Gov. Reform, 108th Cong. (2004) (statement of 
Rep. Christopher Shays, Chairman, Comm. on Gov. Reform). Rep. Shays expressed 
concern about problems encountered in seeking agency information, raising the issue 
that agencies may be engaging in "overclassification and excess compartmentation 
of information among agencies." Id. 
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IV. CONCLUSION 

Has the handling of FOIA "national security" exemption changed 
since 9/11? Pragmatically, the answer is yes. Admittedly, the exemp-
tion provisions of FOIA have not been amended substantively by the 
Congress since 9/11. Although the denial of the release of information 
continues to be evaluated by the federal courts within the framework 
of the judicial precedent discussed above, there has been a discernible 
shift in the Executive Branch's treatment of the "national security" 
exemption. The shift is one of context as well as policy. 

Prior to 9/11, neither the government nor the American people an-
ticipated that the United States could be attacked on its own soil by 
terrorists using commercial airplanes as weapons of mass destruction. 
In the wake of the attack, the government re-evaluated its information 
disclosure policy. Could information on agriculture, industrial disposal 
of hazardous wastes, corporate infrastructure and the location and op-
eration of oil pipelines be accessed and used to the detriment of the 
United States? 

Thus far, the executive branch's re-evaluation of information dis-
closure policy has resulted in information previously available to the 
public being withdrawn from agency and departmental websites.77 The 
issue of classification, declassification and reclassification of govern-
ment information is also under review.78 In addition to the classifica-
tion categories of "confidential," "secret," and "top secret," a fourth 
category of "sensitive but unclassified information" is being consid-
ered in making decisions about the release of government informa-
tion.79 

The changes in context and policy have been accompanied b6 the 
enactment of new legislation such as the USA PATRIOT Act"8 and 
the Homeland Security Act.81 This legislation has altered the parame-
ters for governmental data collection and, by implication, for data re-
lease. A practical consequence of these changes is a shift in the gov-
ernment's position regarding agency response to FOIA requests. The 

77 

78 
79 
80 

81 

Kristen Elizabeth Uhl, supra note 72, at 269. 
53 Am. U.L. Rev. 261, 269. 
See Memorandum of Laura L.S. Kimberly, supra note 67. 
Pub. L. No. 107-56, 5 Stat. 272 (2001). 
6 U.S.C. § IOI (2002). 
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presumption favoring disclosure of information and exempting infor-
mation only in the event of foreseeable harm has been superseded by a 
policy of nondisclosure pending agency review on a case-by-case ba-
sis. 
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Executive Order: 

Exec. Order No. 
10 29082 , 

Exec. Order No. 
10 501 83 , 

Exec. Order No. 
10,81684 

Exec. Order No. 
10 901 85 , 

Exec. Order No. 
10,96486 

82 1951 WL 5066. 
83 1953 WL 6027. 
84 1959 WL 7209. 
85 1961 WL 8154. 
86 1961 WL 8217. 

APPENDIX A 

Purpose: 

PRESCRIBING REGULATIONS 
ESTABLISHING MINIMUM STANDARDS 
FOR THE CLASSIFICATION, 
TRANSMISSION, AND HANDLING, BY 
DEPARTMENT AND AGENCIES OF THE 
EXECUTNE BRANCH, OF OFFICIAL 
INFORMATION WHICH REQUIRES 
SAFEGUARDING IN THE INTEREST OF 
THE SECURITY OF THE UNITED STATES 

SAFEGUARDING OFFICIAL 
INFORMATION IN THE INTERESTS OF 
THE DEFENSE OF THE UNITED STATES 

AMENDMENT OF EXECUTIVE ORDER 
NO. 10501 OF NOVEMBER 5, 1953, 
RELATING TO SAFEGUARDING 
OFFICIAL INFORMATION IN THE 
INTERESTS OF THE DEFENSE OF THE 
UNITED STATES 

AMENDMENT OF EXECUTNE ORDER 
NO. 10,501, RELATING TO 
SAFEGUARDING OFFICIAL 
INFORMATION IN THE INTERESTS OF 
THE DEFENSE OF THE UNITED STATES 

AMENDMENT OF EXECUTNE ORDER 
NO. 10501, ENTITLED 'SAFEGUARDING 
OFFICIAL INFORMATION IN THE 
INTERESTS OF THE DEFENSE OF THE 
UNITED STATES' 
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Executive Order: 

Exec. Order No. 
10,98587 

Exec. Order No. 
11,09788 

Exec. Order No. 
11 38289 , 

Exec. Order No. 
11,65290 

Exec. Order No. 
12,06591 

Exec. Order No. 
12,35692 

Exec. Order No. 
12,95893 

87 1962 WL 8790. 
88 1963 WL 8166. 
89 1967 WL 7779. 
90 1972 WL 19418. 
91 1978 WL 21922. 
92 1982 WL 80747. 
93 1995 WL 231453. 

Purpose: 

AMENDMENT OF EXECUTIVE ORDER 
NO. 10501, RELATING TO 
SAFEGUARDING OFFICIAL 
INFORMATION IN THE INTERESTS OF 
THE DEFENSE OF THE UNITED STATES 

AMENDMENT OF EXECUTIVE ORDER 
NO. 10501, AS AMENDED, RELATING TO 
AUTHORITY FOR THE ORIGINAL 
CLASSIFICATION OF DEFENSE 
INFORMATION AND MATERIAL 

AMENDMENT OF EXECUTIVE ORDERS 
RELATING TO FUNCTIONS OF THE 
DEPARTMENT OF TRANSPORTATION 

CLASSIFICATION AND 
DECLASSIFICATION OF 
NATIONAL SECURITY INFORMATION 
AND MATERIAL 

NATIONAL SECURITY INFORMATION 

NATIONAL SECURITY INFORMATION 

CLASSIFIED NATIONAL SECURITY 
INFORMATION 
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Executive Order: 

Exec. Order No. 
13,14294 

Exec. Order No. 
12,95895 

Exec. Order No. 
12 95896 , 

Exec. Order No. 
12,95897 

Exec. Order No. 
13,29298 

Exec. Order No. 
12,95899 

Exec. Order No. 
12,958100 

94 1999 WL 1054098. 
95 2001 WL 1575589. 
96 2002 WL 924217. 

Purpose: 

AMENDMENT TO EXECUTIVE ORDER 
12,958 - CLASSIFIED NATIONAL 
SECURITY INFORMATION 

DESIGNATION UNDER EXECUTIVE 
ORDER 12,958 

DESIGNATION UNDER EXECUTIVE 
ORDER 12,958 

DESIGNATION UNDER EXECUTIVE 
ORDER 12,958 

FURTHER AMENDMENT TO 
EXECUTIVE ORDER 12,958, AS 
AMENDED, CLASSIFIED NATIONAL 
SECURITY INFORMATION 

DESIGNATION UNDER EXECUTIVE 
ORDER 12,958 

DESIGNATION UNDER EXECUTIVE 
ORDER 12,958 

97 2002 WL 31236214. 
98 2003 WL 1618058. 
99 2003 WL 22173700. 

100 2005 WL 943519. 


