
GLOBALLY PROTECTING CLIENT 
CONFIDENTIALITY USING THE CLOUD 

I. INTRODUCTION 

Traditionally, 1 much like the motto of Las Vegas, what happened 
in a law office, stayed in a law office.2 Now that society has pro-
gressed into the digital era it is increasingly difficult to keep infor-
mation "inside" the law office. Consequently, the question now be-
comes are clients' "Vegas-like" secrets being leaked? How paranoid 
should clients be? What should an attorney do to successfully navigate 
these issues? 

This Note will discuss ( 1) what constitutes "reasonable efforts"3 by 
a lawyer to protect client information and how the risks associated 
with cloud technology increase the difficulty for lawyers to comply 
with the obligations of the Model Rules of Professional Conduct 
("Model Rules"); (2) whether using cloud computing4 is ethical for 
maintaining confidentiality of client information; (3) what kind of 
compliance is necessary internationally to substantiate "reasonable 
efforts"; (4) how remotely stored data is implicated by electronic dis-
covery and predictive coding; and, (5) whether the current internation-

This Note uses "tradition" and "traditionally" to refer to law practices based 
1nainly or solely on paper for their docu1nents and record keeping. This style of case 
and office 1nanagc1nent would have the client's inforn1ation and records pri1narily on 
paper with occasional use of the computer. This style is contrasted \Vith the "digital" 
or "modern" age in which most records, client infonnation, notes, and attorney-client 
co1nn1unication arc mainly on the computer and electronic media. In the digital 1nod-
el, relatively Jillie paper is kepl around the office. This Nole uses these terms con-
sistently in this 111anner throughout the article. 

2 See WHAT HAPPENS IN VEGAS, STAYS IN VEGAS .• Registration No. 
3743356; WHAT HAPPENS IN VEGAS STAYS IN VEGAS, Registration No. 
3735301; WHAT HAPPENS IN VEGAS, STAYS IN VEGAS, Registration No. 
3773529; WHAT HAPPENS IN VEGAS, STAYS IN VEGAS, Registration No. 
3848214. 

J MODEL RULES OFPROF'LCONDUCT R. 1.6 cml. 18 (2012). 
4 Cloud Con1puting is "an en1erging form of delivering computing services .. 

. where users have access to scalable, on-dc111and ... capabilities that arc provided 
through lnlerncl-based lcclmologies. U.S. Gov'T ACCOUNTABILITY OFFICE, GAO-
I 2-130T, INFORMATION SECURITY: ADDITIONAL GumANCE NEEDED TO ADDRESS 
CLOUD COMPUTING CONCERNS I (Oct. 6, 2011 ). 
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al mutual legal assistance treaties alter the relationship between the 
ethical protection of confidential client information and the transfer of 
this information among countries' computing systems. 

Aside from exploring the issues stated above, this Note will pro-
vide insight into how the international community and American-
owned companies operating internationally can safely transfer secured 
information stored on third-party data farms5 without violating the 
ethical implications of Model Rule 1.6. Discovering the extent to 
which a lawyer practicing in multiple jurisdictions must maintain "cur-
rent-ness" with changes in the rules for privacy implicated by technol-
ogy may seem daunting. The challenge of a lawyer to remain current 
with the developing change is further compounded when considering 
how difficult it is to define the standard of "reasonable efforts" when it 
incorporates multiple jurisdictional standards. This Note seeks to clari-
fy the requirements and best practices for a lawyer to satisfy the defi-
nition of "reasonable efforts."6 

The timeliness of this review is exemplified by several jurisdic-
tions in the United States that recently issued ethics opinions regarding 
whether it is ethical for lawyers to remotely store client data and the 
precedent this will set for international data transactions/transfers.7 

Ethics opinions of eleven states in the United States, including, most 
recently, Massachusetts, stated that a lawyer would not violate Model 
Rule 1.6 by nsing a cloud storage provider, but a lawyer would have to 
undertake "reasonable efforts"8 to protect the client's information.9 

A data farm is a computerized storage location that stores information for 
other people or companies who may never physically visit the storage location, but 
instead would send the information to be stored over the Internet. Definition of Data 
Center, DATA CTR. ENERGY MGMT., http://hightech.lbl.gov/dctraining/ 
definitions.html (last visited Oct. 12, 2013). 

6 MODEL RULES OFPROF'LCONDUCT R. 1.6 cmt. 18 (2012). 
7 See Bob Ambrogi, Mass. Joins Other States in Ruling that Cloud Compu-

ting is Ethical for Lawyers, CATALYST E-DtSCOVERY SEARCH BLOG (July 5, 2012), 
http://www.catalystsecure.com/blog/2012/07 /mass-joins-other-states-in-ruling-that-
cloud-computing-is-ethical-for-lawycrs/. 

8 "Reasonable efforts" will be the consistent phrase used in this Note even 
though each state defines this phrase slightly differently. Compare Council of the 
N.C. State Bar, 2011 Formal Ethics Op. 6 ("reasonable care") [hereinafter N.C. Eth-
ics Opinion], with Pa. Bar Ass'n. Legal Ethics & Prof! Responsibility Comm., For-
mal Op. 2011-200 ("reasonable steps") [hereinafter Pa. Ethics Opinion]. 

9 Ala. State Bar Office of Gen. Counsel, Ethics Op. 2010-02 [hereinafter Ala. 
Ethics Opinion]; State Bar of Ariz. Comm. on the Rules of Prorl Conduct, Ethics 
Op. 2009-04 [hereinafter Ariz. Ethics Opinion]; State Bar of Cal. Standing Comm. 
on Prof! Responsibility & Conduct, Formal Op. No. 2010-179 [hereinafter Cal. 
Ethics Opinion]; Iowa State Bar Ass'n Comm. on Ethics & Practice Guidelines, 
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II. BACKGROUND 

The world of technology changes at lightning-fast rates. By the 
time one purchases a new computer, loads the software, and begins to 
adjust to the inevitably new operating system, the entire system is out 
of date. If personal cellular phones are not upgraded every two years, 
those phones seem to be behind the times. 10 Society thrives upon the 
speed of technological development and has become conditioned to 
crave the next new thing. The speed and ease of technology has in-
duced a societal dependence on technological developments. The pre-
sumption is that technology saves time spent communicating, increas-
es the accessibility of information, and allows data to become portable 
either through the use of hard drives, email, private online storage 
sites, or public data banks. 11 

In contrast to the speed of technology, the legal field changes the 
law and its general practices over long periods of time. However, this 
is not inherently negative. Steady development of the law to meet cur-
rent social issues and the legal needs of society is beneficial. The time 
and resources that are required to develop the law are extensive. Be-
cause thoughtful legal development is tied to the fair and diligent ad-
ministration of justice, there is significant time allotted for trials and 
discovery of evidence to minimize mistakes. However, due to these 
slow and methodical changes, the legal field is still viewed as one of 
h · ,o • 12 t e most conservative pro,ess10ns. 

Ethics Op. 2011-01 [hereinafter Iowa Ethics Opinion]; Mass. Bar Ass'n Comm. on 
Prof! Ethics, Ethics Op. 2012-03 (2012) [hereinafter Mass. Ethics Opinion]; Stale 
Bar of Nev. Standing Comm. on Ethics & Prof I Responsibility, Formal Op. No. 33 
(2006) [hereinafter Nev. Ethics Opinion]; N.Y. Stale Bar Ass'n Comm. on Prof) 
Ethics, Op. 842 (2010) [hereinafter N.Y. Ethics Opinion]; N.C. Ethics Opinion, su-
pra note 8; Or. Stale Bar, Formal Op. No. 2011-188 [hereinafter Or. Ethics Opin-
ion]; Pa. Ethics Opinion, supra note 8; Vt. Bar Ass'n, Advisory Ethics Op. 2010-6 
[hereinafter Vt. Ethics Opinion]. 

to See A. Kaminsky, When Should I Upgrade My Cell Phone?, WISEGEEK, 
http://www.wisegeek.com/when-should-i-upgrade-my-cell-phone.hlm (last visited 
Oct. 12, 2013). 

II See Lorraine Arams, Does Technology Save You Time? WIZE TIME 
MANAGEMENT (2011), hllp://www.wizelime.com/lechnology-save-lime/ (last 
visited Oct. 12, 2013). 

12 Therese Kerfoot, LLnv 2.0: The Neiv Conti11uun1 of Legal Education, 
SILICON FLATIRONS CTR., (Oct. I, 2012), http://siliconnatirons.com/documcnts/ 
publicalions/reporl/201210Law2.0Rcport.pdf. 
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Consequently, tension often develops when lawyers utilize tech-
nology. On the whole, the legal field has avoided learning and incor-
porating technology of all types, akin to the aversion felt by older gen-
erations with budding technology. 13 Some law firms will refuse to 
move away from a paper-based system; however, an increasing num-
ber of law firms are embracing the modern trend by choosing to inves-
tigate the benefits of integrating practical technology solutions. 14 

Today, most people use a computer and have learned word-
processing software quirks as well as an operating system's nuances. 
However, many lawyers are being pushed beyond their technological 
comfort zones. Some federal courts are receiving the case filin~s elec-
tronically, which is outside of some lawyers' comfort level. 1 These 
progressive federal courts are leading the way with electronic filing, 
which the remaining federal and state courts will likely soon adopt. 
Law firms that have chosen to adopt one or more of the advances in 
technology16 will be ahead of the learning curve as more technological 
solutions become mandatory for the legal profession. 

Security and privacy are the two mainstays that allow people to 
consult with their lawyers in confidence. It is good public policy for 
people to feel their information is both secure and private. This en-
courages people to seek legal counsel. 17 If clients' information18 is not 

13 Matt Warman, Technology 'failing to empower older generation', THE 
TELEGRAPH (Aug, 30, 2011, 4:35 PM), http://www.telegraph.co.uk/technology/ 
news/8731365/Technology-fai ling-to-empower-older-generation.html. 

14 A few examples of technology solutions are: law office software programs 
for practice management; case management including tickler systems; and the 
handheld phones and computers to integrate with the office system. Sally Kane, 
Technology and the Law, ABOUT.COM, http://Jegalcareers.about.com/od/ 
careertrends/a/test.htm (last visited Oct. 12, 2013). 

15 Courts Accepting Electronic Filings, U.S. COURTS, 
http://www.uscourts.gov/FederalCourts/CMECF/Courts.aspx (last visited Oct. 12, 
2013). 

16 See supra note 14. 
17 See generally MODEL RULES OF PROF'L CONDUCT PMBL. 'II 4 (2012) (de-

scribing the purposes for which the American Bar Association assembled the Model 
Rules). 

18 Client information includes client intake forms, emails, business docu-
ments, tax filings, wills, disclosures, and other highly sensitive material. See Law 
Office Mgmt. Assistance Program & Profl Responsibility Counsel, Guide to Best 
Practices for Client File Retention and Management, WASH. ST. BAR Ass'N (Mar. 
2010),http://www.wsba.org/Resources-andServiecs/LOMAP/-/media/Files/Resources 
_Scrvices/LOMAP/Guidc%20to%20Best %20Practices%20for%20Client%20File%2 
0Retention%20and%20Management.ashx. 
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guaranteed to be held in confidence, clients will be much more hesi-
tant to be forthcoming with their legal counsel. 

Serious ethical concerns arise when one considers to what extent a 
lawyer can provide security and privacy with digital information. The-
se concerns with confidentiality are compounded during discovery. 
The discovery stage of litigation is incredibly involved due to the 
amount of information each lawyer seeks to gain prior to trial. A tradi-
tional technique used when receiving the opposition's discovery re-
quest is for counsel to bombard the opposition with boxes filled to the 
brim with paper, making it difficult to decipher the important infor-
mation from the mundane. Although this practice of burying opposing 
counsel with documents is frowned upon, it is used all too frequently. 
Unfortunately, this problem is exacerbated with electronic data. E-
discovery' 9 is even more of an undertaking due to the ease of creating 
electronic data. Videos, texts, Facebook and other social media posts, 
emails, digital documents, voicemails, base-station computers, and 
mobile handheld devices must all be considered when looking at the 
mountain of data that is implicated in an e-discovery request. 20 The 
average person creates megabytes of electronic data everyday almost 
effortless!y.2 1 Although physical filing space was a major concern with 
paper documents due to the quantity and bulk of the documents, it is a 
minor concern in an era when the size of hard drives is getting smaller, 
the storage volume is increasing, and the price of the storage device is 
continually dropping. Additionally, the ease and cost effectiveness of 
storing data remotely on data server farms22 allows an inexpensive, 
virtually automatic process of creating a multitude of documents. As a 

19 E-discovery is the discovery process for ESI that "refers to any infonnation 
created, stored, or best utilized with computer technology of any sort, including 
business applications, such as word processing, databases, and spreadsheets; Internet 
applications, such as e-mail and the World Wide Web; devices attached to or periph-
eral to co1nputers, such as printers, fax machines, pagers; \Vcb-enablcd portable de-
vices and cell phones; and 1ncdia used to store con1putcr data, such as disks, tapes, 
re1novable drives, CDs, and the like." Guidelines for State Trial Courts Regarding 
Discovery of Electronically-Stored Information, CONFERENCE OF CHIEF JUSTICES v 
(Aug. 2006), www.delawarclitigation.com/ConChJGuidelincs%20for%20 
Discovcry.pdf. 

20 Id. 
21 Allegra Tepper, Hoiv Much Data is Created Eve,y Minute?, MASHABLE 

(J unc 22, 2012), hllp://mashablc.com/2012/06/22/data-crcaled-cvcry-minule/. 
22 A server fann is a group of compulers acting as servers and housed together 

in a single location to store and host vast amounts of data. See N. Madison, What is a 
Server Farni?, WISEGEEI(, http://\V\Vw.wisegeek.co1n/what-is-a-scrvcr-farm.htm 
(last visited Oct. 12, 2013). 
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result, amassing data raises specific e-discovery concerns about how to 
deal with the massive amounts of electronic data created and implicat-
ed in a case. 

A significant concern of the e-discovery process is the proportion23 

of how much of the information will be turned over to the other side. 
This implicates the cost and time spent acquiring and compiling this 
information. Not only does electronic information have special hurdles 
(i.e. proportionality and cost-shifting concerns) to overcome during 
discovery, but there are additional concerns when the information is 
contained in multiple jurisdictions.24 

International boundaries get blurred when dealing with the Internet 
because no one party, jurisdiction, or entity has control over the Inter-
net's data. The information put onto the Internet can be stored in a 
plethora of locations. Because the Internet connects across sovereign 
borders, there is no single purveyor of the collective data stored on the 
Internet, any data farm, or individual computer connected to the Inter-
net. Consequently, whenever parties request data through discovery, 
each country's data import, and export, and privacy policies are impli-
cated by the way data is acquired.2 

III. BROAD OVERVIEW OF ETHICAL CONSIDERATIONS 

The intention of this Note is not only to provide education on the 
issues arising from client data being stored electronically, but also to 
provide some forward-looking best practices for how the reasonable 
efforts of protecting client data might develop internationally. Before 
addressing the international concerns, it is best to address the changes 
in the Model Rules and the affect those changes might have on the 
practice of storing clients' confidential information. 

23 Michael Kozubek, Proportionality Doctrine Reduces £-Discovery Costs 
and Abuses, INSIDECOUNSEL (Mar. 1, 2011), http://www.insidecounsel.com/ 
2011/03/01 /proportionality-doctrine-reduces-ediscovery-abuses-and-costs. 

24 See Catalyst Releases High-Fidelity, Tokenized Predictive Coding Services 
to Japanese Market, CATALYST (Oct. 9, 2012), http://www.catalystsccure.com/news-
20 12/7 48-catal ys t -rel eases-high-fide! i l y-to kcnized-p red i cti ve-codi n g-scrvices-to-
j apanese-markc t.htm l. 

25 See Global E-Discovery & Da Silva Moore Technology Assisted Review 
Case Overview, LEGAL TALK NETWORK (Mar. 26, 2012), 
http://legaltalknctwork.com/podcasts/csi-reporl/2012/03/global-e-discovery-da-silva-
1noore-technology-assisted-revicw-case-overvicw/. 
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A. Model Rule 1.6 

The American Bar Association's ("ABA") Model Rule of Profes-
sional Responsibility 1.6, entitled "Confidentiality of Information," 
contains the suggested guidelines for the states to adopt26 concerning 
the ethical demands on lawyers to safeguard client confidences. While 
no state's rules of professional responsibility exactly mirror the ABA's 
Model Rules, for continuity this Note will focus on the Model Rules as 
the basis for analysis. The general rule is a "lawyer shall not reveal 
information relating to the representation of a client" without the cli-
ent's informed consent. 27 Permissively, "[a] lawyer may reveal" the 
client's information in a few instances including: preventing "substan-
tial bodily harm"; or preventing, mitigating or rectifying client wrong-
doing which will reasonably or already has "result[ed] in substantial 
injury to the financial interests or property of' someone else, and "in 
furtherance of which the client has used or is using the lawyer's ser-
vices[,]" as well as a few other occasions.28 The ABA is constantly 
trying to keep up with legal developments in society, evidenced by the 
most recent changes, as of this writing, to the Model Rules by the 
ABA updating Model Rule 1.6 in August of2012. 29 

26 The ABA's Model Rules arc not co1npulsory on any one state. Therefore, 
no state fully adopts the ABA's Model Rules because each state's highest court cre-
ates the rules for that state. See Joan C. Rogers. Ethics 20120 Rule Changes Ap-
proved by ABA Delegates With Little Opposition. BLOOMBERG BNA (Aug. 15, 
2012), http://www.bna.com/ethics-2020-rule-n 12884911245/. 

27 MODEL RULES OFPROF'LCONDUCT R. 1.6 (2012). 
28 MODEL RULES OF PROF'L CONDUCT R. I .6(b) (2012). There arc additional 

occasions when a lawyer 1nay reveal client confidential information such as, 

Id. 

(4) to secure legal advice about the lawyer's compliance with these Rules; 
(5) to establish a claim or defense on behalf of the lawyer in a controversy 
between the lawyer and the client, to establish a defense to a cri111inal 
charge or civil claiin against the lawyer based upon conduct in which the 
client was involved, or to respond to allegations in any proceeding concern-
ing the lawyer's representation ol' the client; (6) to con1ply with other law or 
a court order; or (7) to detect and resolve conllicts or interest arising fron1 
the la\vyer's change of employ1nent or fron1 changes in the co1nposition or 
ownership of a Jinn, but only if the revealed information would not com-
promise the attorney-client privilege or otherwise prejudice the client. 

29 Model Rules of Professional Conduct: Table of Contents. AM. BAR Ass'N 
(2013). 
http://www.americanbar.org/groups/professional_responsibility/publications/model_ 
rules_ot'_professional_conduct/1nodel_rules_o(_professional_conduct_table_ol._cont 
cnts.html; see generally John Barkett, ABA to Tackle Technology Issues in Model 
Rules at August Meeting, DRAFT N CRAFT (June 25, 2012), 
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B. Most Recent Change to Model Rule 1.6 

The ABA has recently promulgated two additions to Model Rule 
1.6. First, Rule l.6(b )(7) now states, 

"[a] lawyer may reveal information relating to the representa-
tion of a client to the extent the lawyer reasonably believes 
necessary ... (7) to detect and resolve conflicts of interest aris-
ing from the lawyer's change of employment or from changes 
in the composition or ownership of a firm, but only if the re-
vealed information would not compromise the attorney-client 
privilege or otherwise prejudice the client."30 

Second, the ABA added subsection (c), which reads, "[a] lawyer shall 
make reasonable efforts to prevent the inadvertent or unauthorized 
disclosure of, or unauthorized access to, information relating to the 
representation of a client."31 

These two additions provide clarification to the implications of a 
lawyer's obligation of confidentiality. Model Rule l.6(b )(7) shows the 
need to have a robust digital database of all of a lawyer's represented 
clients. The database should be easily available and searchable. Sub-
section (c) is appropriately seeking to meet the challenges arising in 
the digital age. 

Traditionally, authorized access to client files was monitored by 
whomever had a key to the office. A lawyer knew where the files were 
kept, how the paper documents were organized, and which case files 
were current or which ones needed updating because this was per-
formed within the physical office space. A lawyer could limit or re-
strict the access to these files simply by limiting the number of keys to 
the office, keeping close watch on who had the keys, and turning on a 
physical security system when the office was not staffed. The office 
key might only be trusted to firm partners and perhaps a very experi-
enced and trustworthy paralegal or secretary.32 

https://www.draftncraft.com/ncws/httpwww-law-comjsplawtcclmologynewspub 
articleltn-jspid I 202560335059slreturn I. 

30 MODEL RULES OFPROF'LCONDUCT R. l.6(b) (2012). 
31 Id. at 1.6(c). 
32 See Sample Safety and Security Procedures for Law Office Policies and 

Procedures Manual, ALA. ST. BAR, http://www.alabar.org/pmap/disaster%20 
info3.pdf (last visited Oct. 12, 2013). 



2013] GLOBALLY PROTECTING CLIENT CONFIDENTIALITY 113 

It was best practice not to keep the alarm system code in plain 
sight and to make it relatively random so a would-be burglar would 
not easily guess the code. The alarm system company, could monitor 
access to the premises, including when the alarm was activated and 
deactivated. The goal was to limit the number of people who have ac-
cess, to trust and monitor the people who do have access, and to en-
sure those who do have access know the importance of security and 
privacy of the legal files. This traditional management style of secur-
ing information applies to the paper age as well as the digital age, alt-
hough it has been modified slightly to apply online.33 

The same key traditional principles apply digitally. A lawyer re-
mains ultimately responsible for securing the information, whether the 
information is in paper form or in electronic form. The key principles 
are then applied as the fewer people who have the passwords, the bet-
ter. Additional security measures such as time stamp and versioning 
software are used to monitor who, how, and when changes are made to 
the files. Training sessions should be frequently held with staff to en-
force the importance of security and privacy along with updates and 
changes to the software. 34 A lawyer must be accountable for the priva-
cy of a client's digital information, thus transforming a lawyer into a 
lawyer-techie35 hybrid. There are many implications of the confidenti-
ality of information rules in a lawyer's daily practice; however, this 
Note will focus on a few of the resulting ethical challenges when 
Model Rule 1.6 is applied to the digital age to emphasize security and 
the requisite diligence. 

C. Ethical Challenges in the Digital Age 

The challenge for a lawyer to be both a legal expert and a tech-
savvy information technologist is a demanding requirement to ask of 
an individual who practices a profession renowned for being one of 

33 Id. 
34 See generally Lawyers' Prof'I Indem. Co., Managing the Security and Pri-

vacy of Electronic Date in a Law Office, PRACTICEPRO (2005), 
http://www.practicepro.ea/practice/pdUManagingSccurityPrivaey.pdf. 

35 "Techie" is the shortened noun form of so1neonc who is technologically 
savvy, has the latest gadgets and/or has an affinity for technology. Techie, 
DICTIONARY.COM, http://dictionary.refercnce.com/browse/techic?s=t (last visited 
Oct. 12, 2013). Also, the term "tcchic" can be used positively or negatively, but in 
this article "techic" is used with the utmost adn1iration and gratitude because of the 
huge assistance that the infonnation technology departn1ent provides to law lir111s' 
daily functioning. 
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the last adopters of technology. 36 One of the challenges to preserving 
client confidentiality when information is saved digitally is taking the 
requisite "reasonable efforts to prevent ... disclosure ... or . . . ac-
cess"37 to not be in violation of subparagraph (c) of Model Rule 1.6. 
"Reasonable efforts" can be determined by a list of factors provided 
by the ABA.38 A problem for lawyers is understanding the security 
risks and the appropriate safeguards to protect against these risks. The 
ABA notes that a specific client may request a lawyer "implement 
special security measures"39 in addition to the general security 
measures enacted for all clients, or the client could consent to his or 
her information being less secure than other client information.40 Re-
gardless of client preferences, the relevant factors41 for consideration 
make it clear a lawyer should, at the minimum, be diligent about secu-
rity for all confidential client information. In a similar vein, lawyer-
client communications need to be reasonably secured to the same ex-
tent as the information already in the possession of a lawyer42 to pre-
vent unintended recipients from gaining access to the communications. 

The steps proposed by the ABA are not impossible to achieve; 
nevertheless, they demand a lawyer understand quite a bit about the 

36 See Lawyers try to catch up in tech world, CLASS ACTION TIMES (Dec. 30, 
2007, 3 :56 PM), http://www.classactiontimes.com/entry/Lawyers-try-to-catch-up-i n-
tech-world 

37 MODEL RULES OFPROF'LCONDUCT R. 1.6 cmt. 18 (2012). 
38 Factors to be considered in determining the reasonableness of the lawyer's 

efforts include, but are not limited to, the sensitivity of the information, the likeli-
hood of disclosure if additional safeguards are not employed, the cost of employing 
additional safeguards, the difficulty of implementing the safeguards, and the extent 
to which the safeguards adversely affect the lawyer's ability to represent clients (e.g., 
by making a device or important piece of software excessively difficult to use). A 
client may require the lawyer to implement special security measures not required by 
this Rule or may give informed consent to forgo security measures that would oth-
erwise be required by this Rule. Whether a lawyer may be required to take addition-
al steps to safeguard a client's information in order to comply with other law, such as 
state and federal laws that govern data privacy or that impose notification require-
ments upon the loss of, or unauthorized access to, electronic information, is beyond 
the scope of these Rules. Id. 

39 Id. 
40 • Initially, it may seem silly for a client to consent to have his or her infor-

1nation to be not as secure, but higher data security will cost the clients more money. 
See generally Electronic Data Interchange (EDI) - Advantages Of Edi, How Edi 
Works, Security Issues, The Future Of Edi, FREE ENCYCLOPEDIA OF E-COMMERCE 
(2013), http://ecommerce.hostip.info/pages/384/Electronic-Data-Interchange-
EDI.html (last visited Oct. 12 2013). 

41 MODEL RULES OFPROF'LCONDUCT R. 1.6 cmt. 18 (2012). 
42 Id. at 1.6cmt.19. 
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services, features, benefits, and security safeguards offered by the 
technology vendors that service the firm's information in the cloud, 
including but not limited to data farms, Internet Providers,43 wireless 
routers,44 desktop systems, portable systems,45 and file storage. In ad-
dition to security implications, a lawyer should understand the organi-
zation of the content, as well as the actual content being transmitted by 
the above systems. 

IV. CLOUD COMPUTING SERVICES OVERVIEW 

Computers are customarily a little more difficult to understand 
than brick-and-mortar operations46 because of the element of the un-
seen. Computer hardware such as chips,47 processors,48 buses,49 and 

43 "In order to connect to the Internet, you need an ISP. It is the company that 
you (or your parents) pay a monthly fee to in order to use the Internet. If you use a 
dial-up modem to connect to your ISP, a point-to-point protocol (PPP) connection is 
established with another 1node1n on the ISP's end. That mode1n connects to one of 
the IS P's routers, which routes you to the Internet "backbone." From there, you can 
access infonnation from anywhere around the world. DSL and cable modems work 
the same way, except afler you connect the first ti1ne, you arc always connected." 
ISP, TECHTERMS, hllp://www.techtcrms.com/definition/isp (last visited Oct. 12, 
2013). 

<14 "This is a hardware device that routes data (hence the na1ne) from a local 
area network (LAN) to another network connection. A router acts like a coin sorting 
machine, allowing only authorized 1nachines to connect to other computer syste1ns. 
Most routers also keep log files about the local network activity." Router, 
TECHTERMS, http://www.te,htcrms.com/dcfinition/router (last visited Oct. 12, 2013). 

45 Portable systen1s include all s1nartphoncs, tablets, and laptop computers. 
These devices are used just as much as desktop co1nputer syste1ns to access networks 
and share information online. See Cory Janssen, Portability, TECHOPEDIA, 
http://www.tcchopedia.com/definition/8921/portability (last visited Oct. 12, 2013). 

46 A traditional business that deals with customers in person by allowing thc1n 
to walk into the physical store to purchase an ite1n, such as a grocery store. Defini-
tion of 'Brick and Mortar', INVESTOPEDIA, http://www.invcstopedia.com/ 
tcrms/h/brickandmortar.asp#axzz2DZkH7bT8 (last visited Oct. 12, 2013). 

47 "Technically speaking, a co1nputcr chip is a piece of silicon with an elec-
tronic circuit embedded in it. However, the word 'chip' is often used as a slang term 
that refers to various con1poncnts inside a co1nputer. It typically describes an inte-
grated circuit, or IC, such as a central processor or a graphics chip, but may also 
refer to other co,nponents such as a 1ne1nory ,nodule." Chip, TECHTERMS (June 25, 
2008), http://www.techterms.com/definition/chip. 

48 The basic job of a processor is to receive input and provide output. The 
central processing unit handles the basic syste1n instructions of a computer. Proces-
sor, TECHTERMS (April 9, 2012), hllp://www.tcchterms.com/definition/processor. 

49 "Each bus inside a con1puter consists of a set of wires that allow data to be 
passed back and forth. Most co1nputers have several buses that trans1nit data to dil'-
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graphics boards50 all operate behind the scenes. In addition to these 
hardware components, the intangible elements, such as the operating 
system and software applications, further complicate the issue. The 
specialized terminology seems daunting and might bar entry into the 
field, but it does not need to unnecessarily complicate the process. 
Simply, the process proceeds as follows: data is inputted, saved, and 
then needs to be recovered for later access. Cloud technology saves 
and retrieves the data from another computer system instead of the 
local hard drive. A lawyer does not necessarily have to become an in-
formation technologist, but it is advantageous for a lawyer to under-
stand the basics and be able to logically follow a techie's use of the 
terminology, with the awareness to ask the right questions. 

A. Features and Benefits of Cloud Technology 

The cloud provides enormous benefits allowing law offices to im-
prove turnaround times on document compilation and review if the 
cloud's features can be understood and leveraged appropriately. This 
Note will not contain an exhaustive51 list of the features and benefits 
of all cloud computing options, but will focus instead on the main fac-
ets of how using storage outside of a local hard drive can enhance the 
product delivered to the client. 

The National Institute of Standards and Technology ("NIST"J52 

defines cloud computing as "a model for enabling ubiquitous, conven-
ient, on-demand network access to a shared pool of configurable com-
puting resources ( e.g., networks, servers, storage, applications, and 
services) that can be rapidly provisioned and released with minimal 

ferent parts of the machine." Bus, TECHTERMS (2006), 
http://www.tcchterms.com/definition/bus. 

50 A graphics board or video card "can be used to process the graphics portion 
of the processing load." Additionally, using a video card "can speed up both 2D and 
3D graphics rendering." Video Card. TECHTERMS (2006), 
http://www.techtcrms.com/definition/videocard. 

51 An exhaustive list would be virtually impossible, because by the time this 
article is published, the "exhaustive" list and explanation would be antiquated. See 
generally AMBER BIGLER NEWMAN, Report: 70 Percent of Executives Are 'Cloud 
Believers', SHORETELSKY (July 12, 2013), http://www.shoretelsky.com/rcport-70-
percent-of-cxecutives-are-cloud-believers/ (noting evolving cloud computing land-
scape). 

52 U.S. Dep't of Commerce, NAT'L INST. OF STANDARDS & TECH., 
http://www.nist.gov/index.html (last visited Oct. 12, 2013). 
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management effort or service provider interaction."53 The five essen-
tial characteristics of cloud computing have been identified by NIST 
as: 

I. "On-demand self-service. A consumer can unilaterally [al-
locate] computing capabilities, ... as needed automatically 
without requiring human interaction with each service provid-
er." 
2. "Broad network access. Capabilities are available over the 
network and accessed through standard" devices to promote in-
tegration with clients' existing systems. 
3. "Resource pooling. The provider's computing resources are 
pooled to serve multiple consumers ... [ with] resources dy-
namically assigned and reassigned according to consumer de-
mand." By providing "a sense of location independence ... the 
customer generally has no control or knowledge over the exact 
location" of their data but may know which country or state in 
which the datacenter is located. 
4. "Rapid elasticity. Capabilities can be ... [altered], in some 
cases automatically, to scale rapidly outward and inward com-
mensurate with demand. To the consumer, the capabilities 
available ... often appear to be unlimited and can be appropri-
ated in any quantity at any time." 
5. "Measured service. Cloud systems automatically control 
and optimize resource use .... Resource usage can be moni-
tored, controlled, and reported, providing transparency for both 
the provider and consumer of the utilized service." 54 

These five characteristics are implemented by third-party providers 
in three different types of services: software as a service ("SaaS"), 
platform as a service ("PaaS"), and infrastructure as a service 
("IaaS").55 These three services range on the continuum for the entry-
level user from easy to use (SaaS), to most customizable and more 
difficult to use (IaaS). In all of the above services, a law firm does not 
manage or control the underlying cloud infrastructure, but has varying 
degrees of control over the operating systems, storage, and deployed 

53 Peter Mell & Timothy Grace, The NIST Definition of Cloud Computing: 
Recommendations of Standards and Technology, U.S. DEP'T OF COMMERCE: NAT'L 
INST. OF STANDARDS & TECH. (Sept. 2011), http://csrc.nist.gov/publications/ 
nistpubs/800-145/SPS00-145.pdf. 

54 Id. 
55 Id. at 2-3. 



118 REGENT JOURNAL OF INTERNATIONAL LAW [Vol. 10 

applications.56 However, only a few law firms will need to delve into 
this level of detail. This overview will prepare firms to make an in-
formed decision about the their use of cloud technology. 

B. Private and Public Clouds 

Although clouds store information outside of the resident hard 
drive, this does not expose the information unlimitedly. There are dis-
tinct differences between public and private clouds. NIST separates 
the cloud into four categories: private, community, public, and hybrid 
clouds.57 Moving across the spectrum from private to public clouds, 
the following factors all increase proportionally: the number of users, 
organizations, and systems accessing the information stored on the 
cloud increases, as do the security concerns of unintended parties ac-
cessing the stored information. 

A private cloud is for a single organization's exclusive use, which 
is most likely owned and operated by the organization but can be man-
aged by a third party or some combination thereof. 58 Community 
clouds are similar to the private cloud but have expanded slightly to 
include "a specific community of consumers from organizations that 
have shared concerns .... "59 In public clouds, "[t]he cloud infrastruc-
ture is provisioned for open use by the general public" and "it may be 
owned, managed, and operated by a business, academic, or govern-
ment organization," instead of solely by a private company.60 Public 
clouds are hosted on the cloud provider's physical facility instead of at 
a law firm's location. A hybrid cloud is a combination of at least two 
"cloud infrastructures ... that remain unique entities," but are techno-
logically "bound together [in a way] that enables data and application 
portability (e.g., cloud bursting for load balancing between clouds).".61 

Choosing which cloud technology to utilize depends on how much 
a law firm wants to pay to balance the amount of control it wants to 
maintain over its information with the hardware on which it resides. 
Small to medium-sized law firms can still take their time figuring out 

56 These are the software applications that are part of the user interface. See id. 
The deployment is the process of getting all the software installed and running 
properly. SaaS, TECHTERMS (Jan. 31, 2011), http://www.techterms.com/ 
definition/saas (noting use of deployment). 

57 U.S. DEP'T OF COMMERCE, supra note 53, at 3. 
ss Id. 
59 Id. 
Go Id. 
61 Id. 
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which option of cloud technology they want to pursue; however, when 
the firm begins to open multiple offices and requires all offices to con-
current! y collaborate on large projects, the demand to have a strong 
cloud infrastructure is pressing. 

C. Requisite Solution for Law Firms with a Global Practice 

Any large law firm of more than a few offices must learn, imple-
ment, and effectively manage its data to streamline effectiveness. Fur-
thermore, the demand for efficiency is exacerbated when the firm has 
multinational business. The international law firm faces a problem of 
not on! y understanding client confidentiality and digital information 
security, but also each country's position on personal data and infor-
mation originating within its boundaries. 

D. Broad Reach of Technology 

The advantage of using a cloud to host data is the universal acces-
sibility of information. The disadvantage of putting data in the cloud is 
the Internet is not bound by geography. Therefore, using any of the 
four cloud deployment methods listed above, the information is more 
accessible to others than it would have been if solely contained on a 
private computer disconnected from the Internet. The advantage to a 
multinational law firm practicing in both Hong Kong and Britain is its 
files can be accessed from both offices; however, the information may 
reside on a data farm in a country whose data security procedures are 
not as heavily regulated. 

Lawyers must understand how and where their information is 
stored in case a situation arises in which a data center is seized, for the 
implementation of an effective contingency plan. Several cloud space 
providers have availed themselves of the opportunity to purchase, 
host, and manage vast computer storage centers in other areas of the 
world that are less costly, thereby increasing their profit margin. Alt-
hough cost saving by remotely storing data is not inherently problem-
atic because the data can still be accessed, the safety of overseas in-
formation storage is a consideration when a law firm evaluates various 
cloud providers. Law firms should assess this risk when interacting 
with their multinational clients. 

Attorneys need to comprehend the basics of technology and assess 
cloud providers not only to store the data properly, but also to comply 
with a discovery request. The first step is transferring and storing the 
information confidentially by putting information into another's pos-
session and ensuring the information is safe. However, the inevitable 
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second step in the process is that at some point a lawyer will want to 
retrieve the remotely stored information either for his or her own files 
or to comply with a discovery request. 

E. Clients Getting Bigger: Corporate Global Impact 

Clients are no longer just local businesses or private individuals. 
As corporate clients become larger and more globally involved so do 
the law firms that represent them. Law firms, as multinational busi-
nesses, should be aware of the global impact of hosting information in 
multiple locations, not only for retrieving the information for their 
own private use, but also to extract the necessary information to com-
ply with a discovery request in the course of litigation. 

V. CONFIDENTIAL INFORMATION AND ELECTRONIC DISCOVERY IN THE 
UNITED STATES 

Storing confidential information "in house" is subject to the prob-
lems of insuring informational security. When the information must be 
extracted to comply with a discovery request, the pertinent digitally-
stored data must be located, sorted, and reviewed for confidentiality 
issues before it is presented to opposing counsel. The issue of locating 
and reviewing the data, while not innately novel, does have its own 
unique level of complexity due to the ease of creating vast amounts of 
digital data in two ways. First, remotely stored confidential infor-
mation is being investigated and commented on by multiple state eth-
ics boards, which will allow lawyers to consider how confidentiality is 
implicated and the considerations to undertake to ethically comply 
with the state's rules of professional responsibility. Second, the devel-
opments in electronic discovery continue to clarify the law for retriev-
al of confidential information, as well as the pitfalls involved with the 
process. 

A. Recent State Ethics Opinions 

As of this writing, eleven state ethics advisory boards have issued 
ethics opinions about whether lawyers violate their duty of client con-
fidentiality by storing information or contracting with a third party to 
store information on cloud-based services.62 Arizona led the way with 

62 See supra note 9. 
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an early 2009 opinion63 about lawyers using cloud computing while 
maintaining client confidentiality. The Vermont Bar Association Ad-
visory Ethics Opinion 2010-0664 took a comprehensive look at several 
other states' opinions to get a broad-reaching and inclusive list of con-
siderations for lawyers when seeking to fulfill their attentiveness re-
quirement for cloud computing with clients' confidential information. 
Comparing these two states will provide two diverse perspectives con-
cerning the requisite care lawyers must exercise regarding confidenti-
ality in the digital age. 

1. Arizona's Position 

The case in Arizona that brought the question of client confidenti-
ality to the forefront concerned a lawyer who wanted to provide secure 
portable document format ("PDF") copies of client information in ran-
domly named folders behind a secure socket layer65 providing clients 
with "randomly-generated [sic] alpha-numeric names and passwords.66 
Arizona's Committee on the Rules of Professional Conduct (the 
"Committee") considered the issue of whether a lawyer could indeed 
maintain these client files as indicated above. The Committee viewed 
two of its rules of professional conduct conjunctively to emphasize a 
lawyer's role in ensuring digital security of client data: ER l.6(a) dis-
cusses not revealing client information without consent, and ER 1.1 
requires a lawyer to provide competent representation through thor-
oughness.67 Relying on previous ethics opinions, the Committee stated 
that a lawyer must act in a competent and reasonable manner to protect 
clients' information even in "paperless" storage.68 

63 Ariz. Ethics Opinion, supra note 9. 
64 Vt. Ethics Opinion, supra note 9. 
65 Secure Socket Layer (SSL) servers, which help secure Internet transn1is-

sions and make it more difficult for third parties to compro1nisc security. SSL, 
TECHTERMS (2006), http://www.tcchterrns.corn/detinition/ssl. 

66 Ariz. Ethics Opinion, supra note 9. 
67 "A lawyer shall provide competent representation to a client. Co1npetcnt 

representation requires the legal knowledge, skill, thoroughness and preparation 
reasonably necessary for the representation." ARIZ. RULES OF PROF'L CONDUCT R. 
I.I (2013). 

68 Ariz. Ethics Opinion, supra note 9. 
Thus it is clear 'that a lawyer 1nust act in a con1petent and reasonable 1nan-
ner to assure that the information in the firn1's computer system is not dis-
closed through inadvertence or unauthorized action.' After analyzing the 
precautions required by courts to safeguard lawyer-client privileged infor-
n1ation, we concluded that similar precautions were required for co,npliancc 
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The Committee stated that although the inquiring lawyer seemed 
to have met the necessary requirements set forth in prior ethics opin-
ions, the Committee did not say those were the only requirements to be 
met. The Committee took into consideration the rapid progression of 
technology and urged lawyers to review their security measures regu-
larly to ensure compliance with the state's rules of professional con-
duct in their duty to securely protect confidential client information.69 

Arizona's approach of placing the burden of review upon lawyers who 
use the online services ensured the opinion would not be outdated as 
soon as the technology inevitably progressed; however, the broadness 
of "periodic[ally] review[ing] ... [the] security precautions"70 did not 
give lawyers specific parameters for evaluating a cloud service. 

2. Vermont's Position 

Vermont incorporated many of the Model Rules 71 into its analysis 
of why lawyers bear the burden of reasonably ensuring the client's 
information remains safe when using cloud-computing services. Ver-
mont took a comprehensive look at ethics opinions from other states to 
analyze the factors one should consider when evaluating online stor-
age services. Vermont assessed the ethics committee's opinions of 
North Carolina, Iowa, Pennsylvania, California and New York,72 in 
determining which considerations need to be taken into account for a 
lawyer to competent! y safeguard the client's records, to establish a 
consensus view. 73 After their assessment, the Vermont Professional 
Responsibility Committee found "it is not appropriate to establish a 
chec¥ist of factors a lawyer must exarnine,"7 while also including the 
following in an exhaustive checklist of items, which indicate that a 

with ER 1.6. The 'panoply of electronic and other measures ... available to 
assist an attorney in maintaining client confidences' remains similar to 
those discussed in Ethics Op. 05-04. In satisfying the duty to take reasona-
ble security precautions, lawyers should consider firewalls, password pro-
tection schemes, encryption anti-virus measures, etc. Indeed, these consid-
erations have become more relevant as more law offices and departments 
convert to 'paperless' file storage. 

Id. (internal citations omitted). 
69 Id. 
70 Id. 
71 

72 

73 

74 

Vt. Ethics Opinion, supra note 9. 
Id. 
Id. 
Id. 
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lawyer must have a reasonable understanding when contemplating 
using a third party cloud-computing vendor: 

a. the vendor's security system; 
b. what practical and foreseeable limits, ... may exist to the 
lawyer's ability to ensure access to, protection of, and retrieval 
of the data; 
c. the material terms of the user agreement; 
d. the vendor's commitment to protecting confidentiality; 
e. the nature and sensitivity of the stored information; 
f. notice provisions if a third party seeks or gains ( whether in-
advertently or otherwise) access to the data; and 
g. other regulatory, compliance, and document retention obli-
gations that may apply based upon the nature of the stored data 
and the lawyer's practice.75 

A lawyer should give notice to the client about the proposed data 
storage method, review the vendor's security, establish "a system for 
periodic review" to assure the vendor's "system remains current with 
evolving technology and legal requirements," and take "reasonable 
measures to stay apprised of current developments regarding SaaS" 
systems' benefits and risks.76 

All of the states agree on the premise that cloud technology does 
not change the ethical or professional obligations of a lawyer just be-
cause the file format has changed from paper to digital.77 Among the 
states, some of the wording differs slightly on the list of suggested 
factors; however, there is a consensus on the basic principles of a law-
yer's responsibility when handling and storing client information.78 Of 
the ethics opinions released so far, Vermont seems to have compiled 
the most comprehensive set of factors to be considered, recognizing 
the "nature of the precautions depends ... on the circumstances."79 

The general consensus in the eleven states' ethics opinions is stated 
well by the North Carolina State Bar Ethics Committee, which states 
that giving a list of mandatory factors or specific security requirements 
does not make sense because doing so "would create a false sense of 
security in an environment where the risks are continually chang-
ing."80 The North Carolina State Bar Ethics Committee, in summary, 

75 

76 

77 

78 

79 

so 

Id. 
Id. 
See generally supra note 9. 
Id. 
Vt. Elhics Opinion, supra nolc 9. 
N.C. Ethics Opinion, supra note 9. 
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states "[i]nstead, due diligence and frequent and regular education are 
required."81 This charge to lawyers to remain current with the techno-
logical developments, third-party vendor's solutions, and the implica-
tions to client confidentiality is echoed in all eleven advisory opin-
ions. 82 

B. Instabilities of Cloud Software 

Cloud software functions with many computers working together 
to provide global access to information. However, machines fail. 
Therefore, lawyers should be ready for this inevitable failure. Alt-
hough the Committee, in their list of factors to be considered, ad-
dressed instability and the failure of cloud-computing software briefly, 
a ready plan by a law firm should be considered if there is a loss of 
client data. Some of the reasons why computers crash include mechan-
ical failure, power surge, viruses, and overheating; some of the com-
mon reasons for failure are seemingly beyond human control. 83 These 
normal computer problems can be exacerbated when multiple comput-
ers handle a law firm's client information. 

The most common result of computer failure is that clients and 
lawyers will not be able to gain immediate access to remotely stored 
information. For a law firm to avoid the inaccessibility of data, a con-
tingency plan should be in place. A common solution for this issue is 
to maintain two complete and distinct copies of the data through re-
dundancy to ensure business can continue to operate as usual. 84 Fur-
ther, a law firm could add necessary redundancy to the list of factors to 
evaluate when assessing the viability of a cloud-computing vendor or 
multiple vendors. For true redundancy, a law firm must use two com-

81 Id. 
82 See supra note 9. 
83 Gaelim Holland, Top 4 Reasons For Computer Crashes, EZINE @RTICLES, 

http://ezinearticles.com/?Top-4-Reasons-For-Computer-Crashes&id= 1162655 (last 
visited Oct. 12, 2013). 

84 Redundancy is the shortened common form of the process of Redundant 
Array of Independent Drives (RAID) working to minimize data loss. There are many 
RAID methods and protocols used to ensure data is saved in case of hardware fail-
ure, natural disasters, or data corruption in order for businesses to continue to operate 
without issue. See Michael Lyle, Redundancy in Data Storage: Part 1: RAID Levels, 
DEFINE THE CLOUD (Dec. 13. 20 I 0), http://www.definethecloud.net/redundancy-l-
raid-levels; Michael Lyle, Redundancy in Data Storage: Part 2: Geographical Rep-
lication, DEFINE THE CLOUD (Feb. 21, 2011), 
http://www.defincthecloud.net/redundancy-2-geographical-replication. 
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pletely separate vendors and storage protocols85 to maintain complete 
isolation between the two sets of backup data in case of a data loss on 
one of the systems. 

C. £-discovery in the United States 

E-discovery is the discovery stage involving the acqms1t1on of 
electronically-stored information ("ESI"). This is the second step of 
remotely storing information with a vendor; a lawyer must be able to 
access the information that has been moved to the cloud. Due to our 
society's shift to high computer usage, it is "estimate[d] more than 90 
percent of all information is created in an electronic format." 86 Be-
cause most information is created electronically, discovery more often 
implicates ESI instead of the traditional paper documents and physical 
evidence. 87 E-discovery is different from traditional discovery due to 
the inordinate volume of information, documents, and corresponding 
rising cost.88 Additionally, due to the amount of ESI, most companies 
have automatic destruction policies on data because it becomes too 
cumbersome to store all of the data for an unlimited period of time. 
However, when a litigation hold89 is put on a company, the key issue 
becomes the preservation of all the data for the pending litigation. 

85 Storage protocol is the 1nethod for how data is moved from an office's loca-
tion to be kept (stored) at a data center. There are many different types of protocols 
with their own benefits. See generally Joe Onisick, Storage Protocols, DEFINE THE 
CLOUD (Mar. 18, 20 I 0), http://www.definethecloud.net/storagc-protocols (explain-
ing the differences between storage protocols). 

86 The Sedona Confcrencesm Working Group on Electronic Docu1nent Reten-
tion and Production Sedona, AZ, The (2004) Sedona Principles: Best Practices, 
Reco1111nendatio11s & Principles for Addressing Electronic Docu111ent Production, 5 
SEDONA CONF. J. 151, 151 (2004) [hereinafter Sedona Principles]. 

87 See id. at 154. 
88 Richard Van Duizcnd, Conference of Chi~{ Justices: Guidelines for State 

Trial Courts Regarding Discove1y of Electronically-Stored !nfon11atio11, NAT'L CTR. 
FOR ST. CTS. v-vi (Aug. 2006), 
hup://ncsc.contcntdm.oclc.org/cdm/ref/collcction/civil/id/56. 

89 Litigation holds are orders with legal significance requiring an entity to 
secure and preserve their data for a pending lawsuit, thereby ensuring the data is 
available for the discovery process. This hold prevents the data being destroyed or 
altered in anyway which is extremely important for electronically-stored infor-
mation. The hold will typically require the IT department of the company to interfere 
with the normal procedures at the company and stop auto-delete functions in the 
systems. See Litigation Hold Definition, USLEGAL, 
http://definitions.uslegal.com/l/litigation-hold/ (last visited Oct. 12, 2013). 
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Because litigators do not want to lose any valuable data from the 
opposition, they endeavor to preserve as much as possible. However, 
this desire can make preservation requests burdensome by including 
an inordinate amount of data, including data that has been deleted but 
not overwritten yet.90 The burdensome nature of these requests in-
volves substantial amounts of time and money. These technological 
developments over the last decade have major implications in resource 
allocation on how lawyers deal with the information, storage of cli-
ents' information, and e-discovery requests to harvest information for 
litigation. The process and high cost of extricating archived ESI leaves 
lawyers looking for how to shift the cost to the opposition. Several 
cases have recently provided the courts the opportunity to assess and 
layout some factors for when and how these costs will be shifted be-
tween parties. 

FOUNDATIONAL CASES 

A review of two recent cases will demonstrate the concern of cost-
shifting91 associated with ESL Rowe Entertainment v. Williams Morris 
Agency92 and Zubulake v. UBS Warburg LLC93 approach ESI in a way 
that helps shape the law around e-discovery procedures and best prac-
tices. 

90 Data is not completely gone and irretrievable when it is moved to the trash 
bin on a computer's desktop and then "deleted" from the computer. The storage 
space that was being used to store that data still can be made lo reproduce the data if 
that storage space has not been used to host other data. There are many methods for 
ensuring the data is securely deleted as well as ensuring that a hard drive is sanitized 
before getting rid of old hardware. See Paul Rubens, How to Securely Delete Data 
from Hard Drives, ESECURITY PLANET (May 20, 2012), 
http://www.esccurityplancL.com/windows-security/how-to-securely-delcte-data-
from-hard-drives.html ( discussing practical implications of the NIST computer secu-
rity guidelines released in September 2006). 

91 Cost-shifting simply is the court attempting to not unduly burden one party 
in litigation with exorbitant costs associated with e-discovery requests. For a thor-
ough discussion of cost-shifting and its implications, see generally Bradley T. Ten-
nis, Comment, Cost-Shifting in Electronic Discovery, 119 YALE L.J. 1113 (2010). 

92 See generally Rowe Entm't, Inc. v. William Morris Agency, Inc., 205 
F.R.D. 421 (S.D.N.Y. 2002) (discussing how discovery costs frequently escalate 
when electronically stored information is involved). 

93 See generally Zubulake v. UBS Warburg LLC, 217 F.R.D. 309, 320 
(S.D.N.Y. 2003) (discussing the "range of accessibility" of electronically stored 
data). 
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Rowe Entertainment v. Williams Morris Agency 

Rowe is often cited as the first major case to influentially deal with 
ESI and set down a manageable test for analyzing the cost-shifting 
problem inherent in massive ESI production. The parties were concert 
promoters and booking agencies for competing bands. The plaintiffs 
alleged "that they ha[ d] been frozen out of the market for promoting 
events"94 by the defendants, and the plaintiffs set out broad and sweep-
ing demands95 for discovery requests to inspect the concert promotion 
files of each defendant. The defendants requested relief from the dis-
covery requests because the "burden and expense involved would far 
outweigh any possible benefit" for the plaintiff.96 

The court applied an eight-factor balancing test to determine which 
side would bear the cost of production for ESI, including: 

(1) the specificity of the discovery requests; (2) the likelihood 
of discovering critical information; (3) the availability of such 
information from other sources; (4) the purposes for which the 
responding party maintains the requested data; (5) the relative 
benefit to the parties of obtaining the information; ( 6) the total 
cost associated with production; (7) the relative ability of each 
party to control costs and its incentive to do so; (8) and the re-
sources available to each party.97 

"Each of these factors is relevant in determining whether discovery 
costs should be shifted" between the parties. 98 Thus, the plaintiffs in 
Rowe were ordered to bear the costs of production for their broad 
sweeping discovery demands even though the defendants were "re-
sponsible for the expense of any review for privileged or confidential 
material."99 In an effort to clarify the law for cost-shifting, the court 
used the Rowe factors for one year until Zubulake modified the test. 

Zubulake v. UBS Warburg LLC 

About a year and a half after Rowe was decided, the same court re-
considered the factors influencing cost-shifting in e-discovery re-
quests. Every case opinion that had applied the Rowe factors ordered 

94 

95 
96 
97 

98 

99 

Rowe Enlm'l, Inc., 205 F.R.D. al 423. 
Id. al 424. 
Id. 
Id. al 429. 
Id. 
Id. al 433. 
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the cost shifted to the requesting party .100 The frequency with which 
the factor test resulted in cost-shifting caused the court to set forth a 
new set of factors in Zubulake. 

In Zubulake, a former senior sales person brought a gender dis-
crimination suit against her former employer and sought discovery of 
key evidence in emails and other documents that were only available 
on backup tapes. The defendants claimed the restoration of the backup 
tapes would be prohibitively expensive due to the massive amount of 
data saved by the company's preservation protocols. The burden to 
sort through relatively inaccessible data made it appropriate for the 
court to consider whether cost-shifting was appropriate. 

After considering the Rowe test, the court set forth ... a new sev-
en-factor test based on the modifications to Rowe" discussed in the 
opinion. 101 The new factors are: 

1. The extent to which the request is specifically tailored to 
discover relevant 
information; 
2. The availability of such information from other sources; 
3. The total cost of production, compared to the amount in 
controversy; 
4. The total cost of production, compared to the resources 
available to each party; 
5. The relative ability of each party to control costs and its in-
centive to do so; 
6. The importance of the issues at stake in the litigation; and 
7. The relative benefits to the parties of obtaining the infor-
mation.102 

The court, desiring to balance the importance of "the sought-after evi-
dence in comparison to the· cost of production," 103 provided guidance 
about how to apply the factors to avoid a "mechanistic application of 
the test"; the factors could be considered "in descending order of im-
portance." 104 

The court ordered defendants to produce (initially at their own ex-
pense) the emails and documents requested by the plaintiff, subject to 
the court's cost-shifting analysis, after review of the content of the 
emails and documents. The court processed the cost-shifting analysis 

100 

101 

!02 

!03 

104 

Zubulake, 217 F.R.D. al 320. 
Id. al 322. 
Id. 
Id. al 322-23. 
Id. at 323. 
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in two stages. First, the court found it necessary to "understand the 
responding party's computer system," while determining which data 
remained accessible and which data was archived. 105 Second, the comt 
highlighted the intensive nature of the cost-shifting analysis, which 
required the responding party to produce the information before the 
court could properly analyze which party would bear the cost of pro-
duction. 106 

The fact-intensive nature of the cost-shifting analysis pertains di-
rectly to the nature of review of the information in the documents and 
emails. A better method of acquisition and review could eliminate or 
reduce the necessary burden of heavy document review and, conse-
quently, reduce the cost of e-discovery. 

D. What is Predictive Coding? 

The problem of intensive document review necessitates a solution 
utilizing technology. Briefly, this Note has discussed how electronic 
information is easier to create and why more of it is created and stored. 
Inevitably, a large document review project accompanies a discovery 
request that includes ESL The evolution of document review from 
manual review, to keyword searches, and then on to predictive coding, 
will help to alleviate the time, expense, and negative aspects of e-
discovery. Predictive coding takes a preset seed set107 of documents 
and then applies the parameters set on the seed set to the entire volume 
of information to commence the sorting. The seed set of documents is 
first reviewed for relevancy. Next, a computer uses latent semantic 
analysis 108 ("LSA") to compare terms and sets of terms in the catego-
rized "seed set" to the rest of the documents to compare meanings and 
assess relevancy to the matter at hand. This becomes an interactive 

105 Id. al 324. 
106 Id. 
107 Seed set is a core subset of the entire body of data that needs to be analyzed. 

Doug Austin, ED!SCOVERY DAILY BLOG, eDiscove1y Trends: "Assisted" is the Key 
Word for Technology Assisted Review (Feb. 14, 2012), 
hllp:/ /www.ediscovcrydaiIy.com/20 I 2/02/cdiscovcry-lrends-assisled-is-Lhe-key-
word-f or-tcchnology-assislcd-revic\v .htn1l. 

108 See T.I(. Landauer, P.W. FollZ, & D. Lahan1, Introduction to Latent Senzan-
tic Analysis, 25 DISCOURSE PROCESSES 259-84 (1998), available at 
hltp://lsa.colorado.cdu/papcrs/dp I.LSAinlro.pdf (describing lhe basics of Ialcnl se-
mantic analysis for how the process con1parcs select word choices to a large a1nount 
of dala). 
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cyclical process between the computer's data mining 109 during which 
the reviewer continues identifying false positives and false negatives. 

Assuming the document reviewer wants to gather all pertinent data 
about a subject and only input a few terms, LSA allows the reviewer to 
generate results not only containing the entered terms but also words 
related to the terms. Without LSA the returned results will contain all 
of those terms, which would be categorized as a keyword search. 
However, LSA benefits the process and distinguishes itself from a 
basic keyword search by the cyclical process that allows the computer 
to associate between different terms. For example, a reviewer inputs 
search terms of "dies" and "dagger" while searching three documents, 
#1, #2 and #3, which contain the following phrases, respectively: 
"Romeo and Juliet," "Juliet, 0 happy dagger," and "Romeo died by 
dagger." Clearly, the reviewer would want the computer to return all 
three documents because they are all relevant to the search. Docu-
ments #2 and #3 actually contain the search terms, but document #1 
shows how the other two documents are related. 110 Identifying related 
documents relevant to the search is vital when gathering ESI for a 
case. The iterative process of predictive coding allows LSA to be more 
precise, 111 providing utility to law firms in fulfilling discovery re-
quests. 

Does Predictive Coding Violate Rule 1.6? 

All discovery requests seek information and often, these requests 
raise ethical concerns that implicate Model Rule 1.6. For example, 
when the proponent of the e-discovery request provides very specific 
search terms for the opponent to run a predictive coding sorting of the 
documents, this changes the opponent's knowledge of the items for 
which the proponent is looking. Courts, through the Federal Rules of 
Civil Procedure, require e-discovery requests be proportionate to cap-

!09 An Introduction to Data Mining, THEARLING.COM, 
http://www.thearling.com/text/dmwhite/dmwhite.htm (last visited Sept. 9, 2013) 
(discussing the importance arid benefits of data mining as the process of collecting 
and refining large amounts of data not easily accessible). 

110 Alex Thomo, Latent Semantic Analysis (Tutorial), 
http://webhome.cs.uvic.ca/-thomo/svd.pdf (last visited Oct. 12, 2013) (discussing in 
greater detail the provided example, as well as providing the mathematical support 
including matrices). 

111 Da Silva Moore v. Publicis Groupe, 287 F.R.D. 182 (S.D.N.Y. 2012) (out-
lining protocols). 
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ture only the necessary information. 112 Thus, the proponent of the re-
quest will not be able to include "sham" terms in the e-discovery re-
quest to mislead the opposition as to the information the proponent is 
actually searching. 

VI. TECHNOLOGICAL DEVELOPMENT AND 
THE LAW TR YING TO STAY AHEAD 

Setting rigid parameters around a current problem will soon render 
the solution obsolete, compelling the courts to search for a new solu-
tion. Recognizing this ahead of time suggests the law should remain 
flexible while laying out the factors, tests, and considerations already 
proposed by the Committee. The Committee stated that it is appropri-
ate to require regular review of third-party servicers' security proce-
dures.113 As technology continues to pioneer new ways to host and 
disseminate information, the law will evolve to extend and clarify the 
diligence necessary to protect confidential information. The United 
States' jurisdiction and control only extends to its physical borders. 
This is why understanding and managing a law firm's use of cloud 
technology is so important. 

What then is the international corporation to do? A multinational 
corporation cannot solely depend on one country's jurisprudence or 
ethics suggestions. Instead, the corporation must consider all the coun-
tries in which it operates and make sure it adheres to all the standards 
concerning confidentiality. 

A. !11ternatio11al Privacy Concerns 

Every country has a different standard for privacy and confidenti-
ality considerations. The United States is in the middle of the spectrum 
between very little privacy protection of confidential information and 
countries that have broad, vault-like restrictions. 114 Therefore, consid-
ering all the countries in which a law firm operates is vital. 

112 FED. R. Civ. P. 26(b)(2)(B)-(C). 
113 Vt. Ethics Opinion, supra note 9. 
114 See Bank Secrecy, OFFSHORE 

hllp://www.offshoreineorporation IO I .com/bank-secrecy.html 
2013). 

INC. IOI. 
(last visited Oct. 12. 
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B. Functioning of Other Countries' Electronic Privacy Policies 

This section will not attempt to compare and analyze every coun-
tries' privacy policies and practices; instead it will raise a few issues 
for law firms to consider when attempting to store and retrieve data in 
countries outside of the United States. This section will focus on two 
countries, Singapore and China, which are similarly situated in loca-
tion, customs, and background in examining these concerns. As a 
business Mecca in the East, China is starting to be considered a great 
consumer market for companies to focus their products for sale, and 
not just for manufacturing. Singapore, although lacking the vast popu-
lation of China, has positioned itself to be a legal market leader in 
Asia. Although these two countries are noticeably different historically 
and culturally, they are uniquely situated to demonstrate challenges 
associated with international privacy concerns. 

1. China 

Since 2011, privacy laws have continued to change in China, 115 

expanding the reach of privacy protection for individuals. The most 
recent substantial changes were made in June 2012. 116 Several leading 
firms commented on the changes in China's recent laws affecting pri-

117 F l d h 1 . . . vacy. or examp e, un er t e new regu at10n mternet service pro-
viders ("ISP"), 118 under the new regulations, now require users to reg-

115 See Internet Information Services Provisions, MINISTRY OF INDUS. & INFO. 
TECH. OF THE PEOPLE'S REPUBLIC OF CHINA (July 27, 2011), 
http://www.miit.gov.cn/nl 1293472/n 11293862/nl I 301570/13978198.html (discuss-
ing proposed regulations to protect users' rights). 

116 Internet !nfor,nation Sen,ice Manage,nent Rules (Opinion-Seeking Version 
of Revision Draft), CI-IINA COPYRIGHT & MEDIA (June 7, 2012), 
http://chinacopyrightandmedia.wordpress.com/2012/06/07 /Internet-information-
service-managcment-rules-opinion-seeki ng-version-of-revision-draft/ (showing revi-
sions to previous proposed regulations). 

117 E.g., Hunton & Williams LLP, China Proposes Amendments to Regulation 
Oil Internet Information Services, PRIVACY & INFO. SEC. LAW BLOG (July 6, 2012), 
http://www.huntonprivacyblog.com/2012/07 /articles/china-proposes-amendments-
its-regulation-Internet-inf onnation-services/#more-3179; Paul McKenzie & Jingxiao 
Fang, China's Online Data Privacy Rules Corning into Effect; Other Recent Data 
Privacy Developments in China, MORRISON & FOERSTER CLIENT ALERT (Feb. 23, 
2012), http://www.mofo.com/files/U ploads/lmages/120223-China-Privacy. pdf. 

118 Internet Service Provider ("ISP") is the company that provides access for a 
single computer workstation to connect to the Internet. The general public would 
only know about these companies because the ISP would be billing the person every 
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ister using their real personal information, 119 which is a break from the 
previous habit of anonymous registration. 120 Because ISPs will have 
access to real private data, the regulations require the confidentiality of 
the users' personal information with substantial proposed penalties for 
violating this confidentiality. These regulations do not specifically 
discuss changes to the legal field; however, from the regulation of the 
ISPs release of users' information, client confidentiality will inevitably 
extend to additional security for law firms' information on third-party 
data farms. These added layers of security are good news for preserv-
ing confidentiality. 

China has a massive, growing Internet presence that could compli-
cate and cause resistance for the implementation of these new data 
privacy laws. As China continues to refine its data protection and pri-
vacy rules, the legal field could benefit from increased enforcement of 
confidentiality of clients' personal information. Despite these steps 
forward, most conscientious Chinese law firms will exceed the mini-
mum privacy standards set down by the government. Competence and 
reasonable efforts by lawyers require the staunch protection of client 
confidential data, even if the law firm is a voluntary forerunner of pri-
vacy law development. This will especially be true as China seeks to 
implement these new regulations. 

2. Singapore 

On October 15, 2012, Singapore enacted its most recent addition to 
its privacy laws through a bill, 121 which is to become law as of January 
2013. The bill provides a good starting point for protection of personal 
information, but lacks a detailed framework for how it will practically 
be carried out. 122 In general, the bill "prohibits transfers of personal 
data outside Singapore" but leaves many of the details open, presuma-

month for the access. ISP, TECiffERMS, http://www.tcchterms.com/dclinition/isp 
(last visited Oct. 12, 2013). 

119 Including their name, phone nu,nbcr, and address. 
120 Hunton & Williams LLP, supra note 117. 
121 Personal Data Protection Act 2012, Bill No. 24/2012, (Sing.), available at 

http://www. par I ian1cnt.gov .sg/si tcs/ 
dcfaultill I cs/Personal %20Data %20Protcction %20B i 11%2024-2012.pdf [hereinafter 
Sing. Act]. 

122 Hunton & Williams LLP, Singapore Parlian1ent Passes Personal Data 
Protection Act, PRIVACY & INFO SEC. LAW BLOG (Oct. 17, 2012), 
http://www.huntonprivacyblog.com/2012/ l 0/articles/singaporc-parl ia,ncnt-passcs-
pcrso nal -data-protection-act/. 
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bly to be hammered out in subsequent legislation. 123 The bill creates a 
new agency124 that would be empowered to stop the collection of per-
sonal data, destroy the data, and impose pecuniary penalties for viola-
tions. This agency will be able to flesh out the framework provided by 
the Singapore Legislature. The current general prohibition on limiting 
the export of personal data by "an organisation" 125 is not a complete 
blockade for law firms extracting data from Singapore, but the forth-
coming rulings by this agency will determine how much of a hurdle it 
will become for international litigation purposes. 

C. Problems with Traditional Boundaries and 
Current International Options 

As addressed previously in this Note, the physical borders of coun-
tries restrain and control movement of people, but have virtually no 
control over the free flow of information on the Internet. The Internet 
is, in many ways, not subject to territorially sovereign boundaries; it is 
fluid and provides an easier medium by which to exchange infor-
mation on the Internet. However, this ease of information exchange 
does not prevent countries from instituting provisions banning the ex-
port of client information. 

There are currently a couple of options for how countries exchange 
legal information between the two sovereigns: mutual legal assistance 
treaties 126 ("MLATs") and letters rogatory. 127 Neither MLATs nor let-

5. 

123 

124 
Id. (summarizing the Act Part VI§ 26). 
Id. (defining Personal Data Protection Commission); Sing. Act, al Part II § 

125 Sing. Act, at Part VI para. 26(1). 
126 See Mutual Legal Assistance Treaties, EXPAT INTELLIGENCE, 

http://www.expatintelligence.co1n/mutual-legal-assistance-treaties.sht1nl (last visited 
Oct. 12, 2013) (there are 196 countries in existence, which means that many coun-
tries do not have a mutual legal assistance treaty with the United States). As of April 
2007, the United Stales had entered into MLATs with mulliple countries. MLATs 
sound like they would be a perfect solution to the problem presented in lhis Note of 
protecting clients' private information that is being held in another country. Howev-
er, most of the MLATs only cover criminal or tax matters, leaving civil lawsuits 
uncovered. E.g., Treaty Between Japan and the United States of America on Mutual 
Legal Assistance in Criminal Matters, U.S.-Japan, Aug. 5, 2003, S. TREATY Doc. 
No. I 08-12, available at http://www.mofa.go.jp/region/n-america/us/treaty0308.pdf. 
A large percentage of business and corporate law practices revolve around the civil 
law. Allhough an MLAT does provide some basis for how countries will work to-
gether on legal matters, it provides no practical solution ror gaining extraterritorial 
aid for legal matters or gaining special rights to client information. Thus, a multina-
tional law firm in lhe civil arena should not depend on any precedent set by MLATs. 
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ters rogatory are set up to be good discovery vehicles for international 
e-discovery. 

VIL CONCLUSION 

Law firms should seek to regularly update their understanding of 
policies concerning the virtual storage of client information. Suggested 
updates include staying abreast of the privacy policies of the countries 
in which the firm operates; any ISP's security policy; and third-party 
data-storage facilities' policies on security, redundancy, and purging 
of data. Beyond an annual review of the listed policies, a suggested 
best practice would be to gain client consent for appropriate usage of 
client information applicable to all storage and retrieval procedures. 
As discussed, cloud computing itself is ethical, and following the rea-
sonable efforts outlined in Zubulake, will position a law firm as proac-
tively compliant in preserving clients' confidential data. 

E-discovery is one of the main reasons law firms need to grasp 
how technology affects their clients' data and the daily practice of law. 
Discovery across international boundaries of electronic data can be 
more complicated, but if a law firm chooses to implement reasonable 
efforts to secure the digital data then it should encounter minimal loss. 

The Internet and electronic data are still evolving, which makes 
preserving data security a delicate issue, especially when the data at 
issue is the client's data held in confidence by a law firm. If a law firm 
is not careful, it will end up falling victim to the dangers discussed in 
this Note and leaking clients' "Vegas-like" secrets. While a law firm 
does not need to become an information technology firm, understand-

127 Letters Rogatory provide an another alternative for a law !inn that requires 
legal assistance overseas with a country that the U.S. does not have a MLAT or per-
haps the MLAT <loes not cover the area of law needed. The United States Depart-
ment of State provides a very helpful outline of all the specifics of Letters Rogatory, 
hot to obtain thc1n and ho\v to utilize this resource. See DEPT. OF ST., BUREAU OF 
CONSULAR AFFAIRS, Preparation of Letters Rogato,y TRAVEL.STATE.GOV, 
http://travel.state.gov/law,'.judicial,'.judicial_683.html (last visited Oct. 26, 2013) 
[hereinafter Dept. of St. Letters of Rogato,yl Letters Rogatory are documents ex-
changed by the courts of two countries to help each other in judicial n1atters to en-
sure that neither country's sovereignty is violated. 22 C.F.R. §92.54 (2012). The 
proponent of the discovery should avail himself or herself of the Letters Rogatory as 
a means for acquiring otherwise inaccessible inforn1ation. On the above website the 
U.S. Department of State's suggestion is to "[a]void use of the tcnn discovery" 
thereby making Letters Rogatory as accessible as possible. Dept. of St. Letters of 
Rogato,y. However, intentionally excluding the tenn "discovery" Crom the request 
raises a concern for law firms that will be using the Letters in exactly this manner. 
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ing the basics of how and why case files and client information would 
be implicated in all of the above situations allows a law firm to be pro-
active in protecting their data instead of having to react in the wake of 
losing electronically-stored client information. Pragmatically and dili-
gently approaching the remote storage of clients' confidential infor-
mation will enable law firms to progress smooth! y in cloud computing 
and effectively leverage this technology. 
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